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Florida Department of Transportation

Fixed Guideway Transportation System (FGTS)

Safety and Security Oversight (SSO) Program 
Implementation Guidelines
1.0
Scope

These implementation guidelines apply to the following:

· Individuals of the Florida Department of Transportation’s (Department or FDOT) Central and District Offices who are responsible for implementation, oversight and enforcement of the FGTS SSO Program.
· Federal Transit Administration (FTA) funded and non-FTA state funded FGTS subject to the provisions of Section 341.061, F.S. and the SSO Standards Manual #725-030-014.  
The requirements for FTA funded FGTS subject to the provisions of 49 CFR Part 659 are defined and identified by the SSO Manual.
2.0
Purpose

These guidelines establish and identify uniform processes for the FGTS and the Department to manage and implement the SSO Program. Guidance is provided in the following areas in order to adequately document and provide oversight for the SSO Program:
· Review, approval and/or adoption of safety and security documents and reports
· Central and District Office Responsibilities
· Document Management
· Hazard and Corrective Action Tracking

According to the checklists specified in these guidelines, FDOT shall receive, review, approve and/or adopt, as applicable, the following FGTS documents:
· System Safety Program Plans (SSPP)

· Annual Safety Reports

· Internal Safety Review Reports
· Investigation Procedures
· Investigation Reports

· Corrective Action Plans (CAP)
· Security Program Plans
Guidelines for the review and approval of specific security documents are found in Section 6.0.  
3.0
Program Management Responsibilities

3.1
Central Office Responsibilities for Program Management

· Maintaining communication, providing technical assistance, guidance and direction to the District Offices.
· Developing an updating safety and security standards, guidance materials, checklists and other applicable documents for program implementation.

· Staying abreast of state and federal regulations that could affect program oversight activities and implementation.
· Submitting certifications, reports and other correspondence as required or requested by federal agencies.

· Maintaining and updating SSO website documents and controls.

3.2
District Office Responsibilities for Program Management and 
Implementation

· Maintaining communication with the Central Office and utilizing the SSO Manual and Implementation guideline documents for managing and implementing program activities.

· Tracking and monitoring the submittal of reports, plans and other documents identified by the SSO Manual and these Guidelines.

· Scheduling, conducting and overseeing on-site safety and security reviews of each FTA funded FGTS at least once every three (3) years. (Guidelines for conducting 3-year reviews are found in Section 7.0)
· Maintaining records, documents and reports of program oversight activities a minimum of five (5) years.
· Ensuring that required safety reporting and certification provisions are included in Department funding agreements "Joint Participation Agreement" (JPA) prior to execution of any JPA between the Department and any FGTS which is financed wholly or partly by state funds and as defined in the SSO Manual. This shall include any JPA entered into for the financing of FGTS that is developed at or as part of an airport and commuter rail new starts or expansion projects.  Provisions shall address safety and security certification and standards compliance for new systems (new starts) and expansion or replacement of an existing FGTS or subsystem.
· Reviewing, approving and adopting, as applicable, documents identified by the SSO Manual and these Guidelines.

4.0
Document Management Process
· The FGTS shall submit all documents electronically, as applicable, using the FDOT SSO Document Management System website: www2.dot.state.fl.us/SafetySecurityOversight  Upon receipt of any of the above listed FGTS documents, the Department’s District Office acknowledges receipt of the document electronically and assigns the document for review and processing.

· The Department’s District Office reviews the document for conformance with the SSO Manual by completing and submitting the appropriate attached checklist(s) on the SSO website.

· The Department’s District Office may, at its discretion, request supplemental information and/or meet with the FGTS to resolve issues that do not meet the Department’s standards as specified in the SSO Manual.

· Following the Department’s District Office determination of the need for a revision to a FGTS submittal, the District Office directs the FGTS to make necessary revisions and resubmit the document as specified in SSO Manual.

· Upon the completion of the review process, the Department’s District Office issues an approval along with a completed copy of the checklists to the FGTS on the SSO website.

· For tracking purposes, the Department maintains a file of the approved FGTS submittal, review checklist, and written approval on the SSO web site.
5.0
Hazard Reporting and Tracking Process
The following guidance and thresholds are established for the purposes of notification and tracking of hazardous conditions:
· When an Unacceptable Hazard is discovered or identified, corrective action must be implemented by the FGTS and the hazard reduced to Undesirable, or better, prior to reinstating service or commencement of the next service day.  If the hazard is not reduced to Undesirable or better, then it is considered Unacceptable and reportable according to the FDOT standard.

· If the FGTS determines that there is a strong probability that the identified condition could cause any one, or combination thereof, of the below thresholds being met, the FGTS shall establish that a hazardous condition exists.
· Service must be suspended until corrective actions can be taken and the hazard reduced to Undesirable or better.
· If corrective actions are completed prior to commencement of the next service day, it would not be reported to FDOT as an Unacceptable Hazardous Condition. 
· Notwithstanding, the identified hazard must be documented, assessed and resolved by the FGTS according to the process in their SSPP.
· The FGTS is encouraged to communicate with the Department when applying assessments to identified hazards and when identifying actions recommended by the FGTS to bring the hazard to a level acceptable to the FGTS management. 

FDOT Hazard Reporting Thresholds:
1. A fatality at the scene; or where an individual is confirmed dead within 30 calendar days of a transit-related incident.

2. Injuries requiring immediate medical attention away from the scene for two or more individuals;

3. Property damage to FGTS vehicles, non FGTS vehicles other FGTS property or facilities and non-FGTS property that equals or exceeds $25,000;

4. An evacuation due to life safety reasons;

5. A collision at a grade crossing;

6. A main-line derailment;

7. A collision with an individual on a FGTS right-of-way or

8. A collision between a FGTS vehicle and a second FGTS vehicle or a FGTS non-revenue vehicle.
FGTS shall use Form SSO-13, or equivalent, as a tracking mechanism for hazards and corrective actions.  The Department shall use Form SSO-14, or equivalent, for tracking corrective actions resulting from hazards or deficiencies considered reportable by the SSO Manual, the FGTS SSPP, and these guidelines.
6.0
Forms and Checklists


Form

Title
SSO-01
FGTS SSPP Review Checklist Summary

SSO-02
FGTS SSPP Review Checklist

SSO-03
Checklist for Reviewing FGTS Annual Safety Reports

SSO-04
Checklist for Reviewing FGTS Internal Safety Review Reports

SSO-05
Checklist for Reviewing FGTS Internal Safety Review Audit 




Schedule

SSO-06
Checklist for Reviewing FGTS Internal Safety Review Procedures

SSO-07
Checklist for Reviewing FGTS Investigation Procedures

SSO-08
Checklist for Reviewing FGTS Investigation Reports

SSO-09
Checklist for Reviewing FGTS Reportable Event Investigation 



Status Reports

SSO-10
Checklist for Reviewing FGTS Corrective Action Plans

SSO-11
FGTS Reportable Event Notification Form

SSO-12
FGTS Hazard Initial Notification Form & Worksheet


SSO-13
FGTS Hazard and Corrective Action Tracking Log


SSO-14
FDOT Corrective Action Tracking Log
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	SAFETY AND SECURITY OVERSIGHT PROGRAM

FGTS SSPP REVIEW CHECKLIST SUMMARY


	SSO-01

03-06

	FGTS:
___________________________
Plan Title:
___________________________
	Acceptable
	Unacceptable
	FGTS Annual Review Date:
____________________________
Revision Number:
____________________________
	Acceptable
	Unacceptable

	No
	SSPP Item 
	
	
	No
	SSPP Item
	
	

	1
	Policy Statement and Authority for SSPP
	
	
	12
	Procedure for Internal Safety Reviews
	
	

	2
	Goals and Objectives
	
	
	13
	Procedures for Rules 

Compliance
	
	

	3
	Overview of Management Structure
	
	
	14
	Procedures for Facilities and Equipment Inspections
	
	

	4
	SSPP Control and Update Procedure
	
	
	15
	Procedures for Maintenance Audits and Inspections
	
	

	5
	SSPP Implementation Activities and Responsibilities
	
	
	16
	Training and Certification for Employees and Contractors
	
	

	6
	Procedure for Hazard Management
	
	
	17
	Configuration Management Control Procedure
	
	

	7
	Procedure for System Modification 
	
	
	18
	Employee and Contractors

Safety Programs
	
	

	8
	Procedure for Safety Certification
	
	
	19
	Hazardous Materials Program
	
	

	9
	Procedure for Safety Data Collection and Analysis
	
	
	20
	Drug and Alcohol Program
	
	

	10
	Procedure for Accident Investigation
	
	
	21
	Procurement Process
	
	

	11
	Emergency Management Procedure
	
	
	
	
	
	

	The SSPP is:

_____  Acceptable
_____  Unacceptable, Revise and Resubmit

	Reviewed By:

_____________________________________
	Date:

_______________________________________

	Approved By:

__________________________________
	Date:

____________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

FGTS SSPP REVIEW CHECKLIST
	SSO-02

03-06

	FGTS:

_________________________________________   
Plan Title:

_________________________________________
	Date:

_________________________________
Reviewers:

_________________________________

	No.
	SSPP Checklist Item
	Does Plan Contain or Adequately Provide for:
	Included

Y         N
	Page

Ref.
	Comments

	1
	Policy Statement and Authority for SSPP
	A policy statement signed by chief executive of the FGTS that endorses the safety program and describes the authority that establishes the SSPP


	
	
	
	

	2
	Goals and Objectives
	A clear definition of the goals and objectives for the FGTS safety program and stated management responsibilities to ensure that they are achieved


	
	
	
	

	3
	Overview of Management Structure
	An overview of the management structure of the FGTS, including: (i) an organization chart; (ii) a description of how the safety function is integrated into the rest of the FGTS organization; and (iii) clear identification of the lines of authority used by the FGTS to manage safety issues


	
	
	
	

	4
	SSPP Control and Update Procedure
	The process used to control changes to the SSPP, including: (i) specifying an annual assessment of whether the SSPP should be updated; and (ii) required coordination with the Department, including timeframes for submission, revision and approval


	
	
	
	

	5
	SSPP Implementation Activities and Responsibilities
	A description of specific activities required to implement the system safety program, including: (i) tasks to be performed by FGTS safety function, by position and management accountability, specified in matrices and/or narrative format; and (ii) safety-related tasks to be performed by other FGTS departments, by position and management accountability, specified in matrices and/or narrative format
	
	
	
	

	6
	Procedure for Hazard Management
	A description of the process used by the FGTS to implement its hazard management program, including activities for: (i) hazard identification; (ii) hazard investigation, evaluation and analysis; (iii) hazard control and elimination; (iv) hazard tracking; (v) system extensions, modifications, operational changes, or other changes within the FGTS environment; and (vi) requirements for on-going reporting to the Department regarding hazard management activities and status.
	
	
	
	

	7
	Procedure for System Modification Review and Approval
	A description of the process used by the FGTS to ensure that safety concerns are addressed in modifications to existing systems, vehicles, and equipment, which do not require formal certification but which may have safety impacts
	
	
	
	

	8
	Procedure for Safety Certification 
	A description of the safety certification process required by the FGTS to ensure that safety concerns and hazards are adequately addressed prior to the initiation of passenger operations for New Starts and subsequent major projects to extend, rehabilitate, or modify an existing system, or to replace vehicles and equipment


	
	
	
	

	9
	Procedure for Safety Data Collection and Analysis
	A description of the process used to collect, maintain, analyze, and distribute safety data, to ensure that the safety function within the FGTS receives the information necessary to support implementation of the system safety program
	
	
	
	

	10
	Procedures for Investigations
	A description of the process used by the FGTS to perform incident notification, investigation and reporting, including: (i) notification thresholds for internal and external organizations; (ii) investigation process and references to procedures; (iii) the process used to develop, implement and track corrective actions that address investigation findings; (iv) reporting to internal and external organizations; and (v) coordination with the Department
	
	
	
	

	11
	Emergency Management Procedure
	A description of the process used to develop an approved, coordinated schedule for emergency management program activities, which include: (i) meetings with external agencies; (ii) emergency planning responsibilities and requirements; (iii) process used to evaluate emergency preparedness, such as annual emergency field exercises; (iv) after action reports and implementation of findings; (v) revision and distribution of emergency response procedures; (vi) familiarization training for public safety organizations; and (vii) employee training
	
	
	
	

	12
	Procedure for Internal Safety Reviews
	A description of the process used to ensure that planned and scheduled internal safety reviews are performed to evaluate compliance with the SSPP, including: (i) identification of departments and functions subject to review; (ii) responsibility for scheduling reviews; (iii) process for conducting reviews, including the development of checklists and procedures and issuing of findings; (iv) review of reporting requirements; (v) tracking the status of implemented recommendations, and (vi) coordination with the Department
	
	
	
	

	13
	Procedures for Rules Compliance 
	A description of the process used by the FGTS to develop, maintain, and ensure compliance with rules and procedures having a safety impact, including: (i) identification of operating and maintenance rules and procedures subject to review; (ii) techniques used to assess the implementation of operating and maintenance rules and procedures by employees, such as performance testing; (iii) techniques used to assess the effectiveness of supervision relating to the implementation of operating and maintenance rules; and (iv) process for documenting results and incorporating them into the hazard management program


	
	
	
	

	14
	Procedures for Facilities and Equipment Inspections
	A description of the process used for facilities and equipment safety inspections, including: (i) identification of facilities and equipment subject to regular safety-related inspection and testing; (ii) techniques used to conduct inspections and testing; (iii) inspection schedules and procedures; and (iv) description of how results are entered into the hazard management process


	
	
	
	

	15
	Procedures for Maintenance Audits and Inspections
	A description of the maintenance audits and inspections program including identification of the affected facilities and equipment, maintenance cycles, documentation required, and the process for integrating identified problems into the hazard management process


	
	
	
	

	16
	Training and Certification Program for Employees and Contractors
	A description of the training and certification program for employees and contractors, including: (i) categories of safety-related work requiring training and certification; (ii) a description of the training and certification program for employees and contractors in safety-related positions; (iii) process used to maintain and access employee and contractor training records; and (iv) process used to assess compliance with training and certification requirements


	
	
	
	

	17
	Configuration Management Control Procedure
	A description of the configuration management control process, including: (i) the authority to make configuration changes, (ii) process for making changes, and (iii) assurances necessary for all involved departments to be formally notified
	
	
	
	

	18
	Employee and Contractors Right-of-Way Safety Programs
	A description of the safety program for employees and contractors that incorporates the applicable local, state, and federal requirements, including: (i) safety requirements that employees and contractors must follow when working on, or in close proximity to, FGTS controlled property; and (ii) process for ensuring the employees and contractors know and follow the requirements


	
	
	
	

	19
	Hazardous Materials Program
	A description of the hazardous materials program including the process used to ensure knowledge of and compliance with the program requirements


	
	
	
	

	20
	Drug and Alcohol Program
	A description of the drug and alcohol program and the process used to ensure knowledge of and compliance with program requirements


	
	
	
	

	21
	Procurement Process
	A description of the measures, controls, and assurances in place to ensure that safety principles, requirements and representatives are included in the FGTS procurement process
	
	
	
	


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS Annual Safety Reports
	SSO-03

03-06

	FGTS: 

_________________________________
	Date Submitted: 

__________________________________

	Minimum Significant Activities Reported in Annual Safety Report
	Comment

	Organizational restructuring that affects safety unit
	

	Opening of new passenger stations or vehicle maintenance facilities
	

	Updating the SSPP


	

	Reportable  event and hazard investigations


	

	Inspections


	

	External safety reviews


	

	Emergency response training of other departments, disaster drills/simulations
	

	Training and certification of safety department staff
	

	Results of significant safety data analyses


	

	Internal safety reviews


	

	Other Activities Reported:


	

	The Annual Safety Report Is:

_____ Acceptable
_____ Unacceptable, Resubmit with Information Requested Below

	Information Requested:

___________________________________________________________________________

___________________________________________________________________________

_____________________________________________________________________

	Reviewed By:

____________________________________
	Date:

_____________________________________

	Approved By:

_________________________________
	Date:

__________________________________


It should be noted that these annual reports are subject to change according to changes in FTA annual reporting requirements.

	
SAFETY AND SECURITY OVERSIGHT PROGRAM

CHECKLIST FOR REVIEWING FGTS INTERNAL SAFETY REVIEW REPORTS
	SSO-04

03-06

	FGTS:

_______________________________________________

Function(s)/Group(s) Reviewed:
_______________________________________________
	Date:

_______________________________________________

Reviewer(s):

______________________________________________

	Page Reference

Page

Ref.
	Item to be Verified
	Function/Group Reviewed
	Requirements
	Acceptable
	Unacceptable
	Comments

	
	Responsibility for Internal Safety Reviews
	
	The unit in charge of a review is not the unit in charge of implementing the function being reviewed.
	
	
	

	
	Internal Safety Review Reporting
	
	Reviews must be conducted and coordinated with full management support.

Safety Department submits summary reports to the CEO and respective departments.
An administrative process to deal with any problems or disagreements that develop.
	
	
	

	
	Audit Schedule
	
	Was Audit Schedule submitted and approved?

Was internal review conducted according to approved Audit Schedule?
	
	
	

	
	Use of Approved Procedures and Checklists
	
	Were procedures and checklists submitted and approved prior to safety review?  
Were approved procedures and checklists followed?
	
	
	

	
	Completeness of Internal Safety Review
	
	At a minimum, review procedures should address the following elements:

· Adequate descriptions of inspections and other activities of function reviewed

· Documentation of inspections and other activities related to function reviewed

· Identification of activities not in compliance with SSPP

· Identification of follow-up Corrective Actions

	
	
	

	
	Formal Letter of Certification
	
	Was Annual Report accompanied by Formal Letter of Certification signed by FGTS chief executive?
Were activities not in compliance with SSPP identified in the Letter of Certification?  Were activities to remedy non-compliance specified?
	
	
	

	This Internal Safety Review Report is:  Approved:  _____    Not Approved:  _____



	Comments:

_________________________________________________________________________________________________

_________________________________________________________________________________________________

	Reviewed By: 

______________________________________________          
	Date: 

_​​​​​​​​​​​​​​​​​______________________________________________

	Approved By:

_______________________________________________
	Date:

______________________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS INTERNAL Safety REVIEW AUDIT SCHEDULE
	SSO-05

03-06

	FGTS: 

_________________________________
	Date Submitted: 

__________________________________

	Group/Function
	Date of Last Review
	Date of Next Review
	Comment

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	The Internal Safety Review Audit Schedule is:

_____ Approved

_____ Not approved

	Reviewed By:

_________________________________
	Date:

_________________________________

	Approved By:

_________________________________
	Date:

__________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS INTERNAL Safety REVIEW PROCEDURES
	SSO-06

03-06

	FGTS: 

_________________________________
	Date Submitted: 

_________________________________

	Group/Function:

_________________________________
	Reviewer(s):
_________________________________

	Procedure
	Comment

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	The Internal Safety Review Procedures are:

_____ Approved

_____ Not approved

	Reviewed By:

_________________________________
	Date:

__________________________________

	Approved By:

____________________________________
	Date:

_____________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS Investigation Procedures
	SSO-07

03-06

	FGTS: 

__________________________________
	Date Submitted: 

_________________________________

	Plan/Report Title:

__________________________________
	Reviewer(s):

_________________________________

	Requirement
	Comments

	Clearly defined policies and criteria for conducting investigations (reportable, major, and minor)


	

	Identity of person(s) and departments responsible for investigations


	

	Description of investigative techniques utilized (e.g., one-person, standing team, ad hoc team)


	

	Notification procedures:

· Internal

· External


	

	Description of investigative procedures utilized while performing on-site investigation:

· Conducting interviews

· Creating diagrams, taking photos

· Collecting, preserving and analyzing data


	

	Accident/Incident Investigations:

· Summary

· Methodology 

· Discussion of events
· Conclusions/findings

· Recommendations

· Corrective actions

· Status reports


	

	Are Investigation Procedures for Hazard Conditions included in this Procedure?  

If not, has separate Hazard Investigation Procedures been provided?

	

	Hazard Conditions Investigations:

· Summary

· Methodology 

· Discussion of events

· Conclusions/findings

· Recommendations

· Corrective actions

· Status reports


	

	This Investigation Procedure is:

____  Approved and Adopted
____  Not Approved

	Comments:

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________



	Reviewed By:

__________________________________
	Date:

_________________________________

	Approved and Adopted By:

__________________________________
	Date:

_________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS Investigation Reports
	SSO-08

03-06

	FGTS: 

_________________________________
	Date Submitted: 

__________________________________

	Event Date/Description:

_________________________________
	Reviewer(s):

__________________________________

	Investigation Report
	Comment

	Summary


	

	Facts/Sequence of Events

· Location of reportable event and/or hazard

· Injuries to persons

· Other damage

· Operator information

· Train information, including method of operation

· Weather conditions

· Other environmental factors

· Fire

· Tests and research

· Other information
	

	Analysis

· Are analytic methods and results identified?

· Does analysis support inferences and guide judgment by validity, consistency and logic?

· Have facts, conditions, circumstances and inferences been properly reviewed and evaluated

· Were people, procedures, equipment, facilities, and environmental factors considered in the analysis?
	

	Recommendations

· Are they feasible and supported by findings?

· Are they itemized/specific enough to facilitate corrective actions?

· Are they directed toward correcting a particular area and assigned to specific individuals and/or departments for action?

· Do they establish specific target dates on a schedule for implementation or completion?
	

	Appendices

· Supporting documentation

· Drawings, photographs

· Interviews

· Other (specify)

	

	This Investigation Report is:

_____ Approved and Adopted
_____ Not approved, additional requirements specified below

	Comments/Requirements:

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

	Reviewed By:

________________________________
	Date:

__________________________________

	Approved and Adopted By:

____________________________________
	Date:

_____________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

CHECKLIST FOR REVIEWING FGTS REPORTABLE EVENT INVESTIGATION STATUS REPORT
	SSO-09

03-06

	FGTS: 

_________________________________
	Status Report No.: 

_________________________________

	Event Date/Description:

________________________________
	Date Submitted:

__________________________________

	Status Report
	Comment

	Facts/Sequence of Events


	

	Analysis


	

	Recommendations


	

	Comments:

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

	Reviewed By:

_________________________________
	Date:

_________________________________

	
	


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing and Approving FGTS 

Corrective Action Plans
	SSO-10

03-06

	FGTS:
_________________________________
	Date Submitted: 

__________________________________

	CAP Date/Description:

________________________________
	Reviewer(s):

__________________________________

	Corrective Action Element
	Comment

	Plan identifies origin of the finding for which the CAP is required

· Investigation Report

· Hazard Worksheet

· SSPP Implementation Review

· Three Year Safety Review

· Other (specify)

· Origin of deficiency is not identified
	

	Complete description of CAP development and implementation

· Element or act identified as deficient or an area of concern (description of problem)

· Identity of department /individual responsible for developing and implementing CAP

· Description of planned activities to resolve/correct deficiency or area of concern

· Projected schedule of implementation
	

	Monitoring/Tracking the CAP

· Written processes or procedures provided for monitoring and tracking status of CAP

· Department/individual responsible for monitoring and tracking implementation of CAP

· Department/individual responsible for coordinating CAP activities with the Department

· Provisions for status reports to the Department

· Provisions for notifying the Department when CAP is fully implemented

· Provisions for documenting CAP implementation

· Provisions for the Department to verify completion of implementation of CAP
	

	This Corrective Action Plan is:

_____ Approved

_____ Not approved, additional requirements specified below

	Comments/Requirements:

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

	Reviewed By:

_________________________________
	Date:

__________________________________

	Approved By:

_________________________________
	Date:

__________________________________


	SAFETY AND SECURITY OVERSIGHT PROGRAM

FGTS REPORTABLE EVENT INITIAL NOTIFICATION FORM
	SSO-11

03-06

	FGTS: 

________________________________ 
	Method of FDOT Notification:

_________________________________

	Name/Title of FGTS Person Reporting:

________________________________
	Time and Date of Notification:

_________________________________

	Time and Date of Occurrence:

_______________________________
	Location of Event Being Reported:

__________________________________

	Event Type:

___ Fatality

___ Injuries

___ Property damage

___ Evacuation

___ Derailment

___ Collision

___ Fire

___ Security Incident

___ Other (describe) __________________
	No. of Fatalities:  ______________

No. of Injuries:  ______________

Description of Injuries:  ________________

__________________________________

__________________________________

	FRA Reportable:

___ Yes

___ No
	Property Damage Estimate: _____________

Description of Damage:  ________________

__________________________________

	Investigation Status:

NTSB notified?

Yes ___  No ___  Will be ___

NTSB intentions relative to investigating this reportable event known?

Yes ___  No ___

Has FGTS investigation procedure been initiated?

Yes ___  No ___  Will be ____
	FGTS Vehicles Involved in Event:

Run # _____   Run # _____   Run # _____

Veh  #  _____   Veh #  _____  Veh #  _____

Veh  #  _____   Veh #  _____  Veh #  _____

Veh  #  _____   Veh #  _____  Veh #  _____

Veh  #  _____   Veh #  _____  Veh #  _____

Veh  #  _____   Veh #  _____  Veh #  _____

Veh  #  _____   Veh #  _____  Veh #  _____

Veh  #  _____   Veh #  _____  Veh #  _____

Veh  #  _____   Veh #  _____  Veh #  _____

	Other Vehicles Involved:

Type/Number:  ______________________   

Description:  ________________________

_______________________________

________________________________
___________________________________
	FGTS Chief Investigator:

Name:  ______________________________

Title:  ________________________________

Phone no.  ___________________________
Fax no. ______________________________
Email address:  ________________________

	Preliminary Findings:  _________________________________________________________
____________________________________________________________________

____________________________________________________________________

____________________________________________________________________
____________________________________________________________________



	Implemented/Planned Corrective Actions:  _____________________________________

____________________________________________________________________

____________________________________________________________________



	FDOT Comment:  ___________________________________________________________

____________________________________________________________________

____________________________________________________________________




	SAFETY AND SECURITY OVERSIGHT PROGRAM

FGTS HAZARD INITIAL NOTIFICATION FORM & WORKSHEET
	SSO-12

03-06

	FGTS: 

_______________________________ 
	Method of FDOT Notification:

__________________________________

	Name/Title of FGTS Person Reporting:

________________________________
	Time and Date of FDOT Notification:

__________________________________

	Time and Date of Occurrence:

________________________________
	Location of Hazard Being Reported:

__________________________________

	Provide a Description of How the Hazard was Recognized and Reported.

How was the hazard identified:_________________________________________________
____________________________________________________________________

Hazard reported by:  _________________________________________________________

____________________________________________________________________             

Date and time safety unit notified:  ______________________________________________

	Provide a Description of the Hazard and the Immediate Corrective Action(s) Taken:
____________________________________________________________________
____________________________________________________________________

____________________________________________________________________

____________________________________________________________________
__________________________________________________________________________

	Using the criteria included in the Hazard Management Section of SSPP, provide an Initial Risk Assessment of the hazard based on its probability and severity if no action was taken.

Severity Category _______     Probability Category ______     Risk Index ______

By _________________________(name)   on _______________ (date)

Title: ___________________________

	Was FDOT State Safety Oversight notified?

____ Yes

____ No (not Risk Index 1A, 1B, 1C, 2A, 2B, or 3A and related to passenger operation and one or more of the following potential effects; fatality, injury and property damage)

	Summarize the investigation, including circumstances, events and probable cause(s).

____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

____________________________________________________________________

	Describe additional corrective actions that were or will be completed to reduce the unsafe condition probability and/or severity. Include responsibility and schedule.

____________________________________________________________________
____________________________________________________________________
____________________________________________________________________

____________________________________________________________________

	Using the criteria included in the Hazard Management section of SSPP, provide a final risk assessment based on the likelihood of the unsafe condition to occur, and its likely severity, after the proposed corrective action/resolution is in place.

Severity Category _______     Probability Category ______     Risk Index ______

By _________________________(name)   on _______________ (date)

Title: _________________________

	FGTS File Close-out:
Approved by: ____________________                    Date: _____________________

Title:  __________________________




	SAFETY AND SECURITY OVERSIGHT PROGRAM

Fixed Guideway Transportation System

Hazard and Corrective Action Tracking Log


	SSO-13
07-07


Name of Transit System___________​​​​________________________________________ Month & Year_________________


No Hazards Requiring a Corrective Action Plan Identified this Month


	Date


	Hazard ID #
	CAP Internal ID #
	*Source
	Hazard and/or Identified Action Item
	Proposed Completion

Date
	Responsibility

Owner
	Issues Preventing Resolution
	**CAP Status
	Notes
	Date of CAP Completion

Verification

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


*Examples of Source:
Event Investigation, Facility, Vehicle or Equipment Inspection, Hazard Analysis, Safety or Security Review, Rules Violation

**Examples of Status:
Not started, Open, In Progress, Closed










Submitted by:
_________________________________________________












Date:
___________________
Rev. July 2007
	SAFETY AND SECURITY OVERSIGHT PROGRAM

Florida DOT

Corrective Action Tracking Log


	SSO-14
07-07


Name of Transit System_________________________________________ Year_____________ District No.______________

Fixed Guideway Transportation System Safety and Security Oversight Program
	Date


	CAP Internal ID #
	*Source
	Identified Action Item
	Proposed Completion

Date
	Responsibility

Transit System
	Issues Preventing Resolution
	**CAP Status
	Notes
	Date of CAP Completion

Verification

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


*Examples of Source:
Event Investigation, Facility, Vehicle or Equipment Inspection, Hazard Analysis, Safety or Security Review, Rules Violation

**Examples of Status:
Not started, Open, In Progress, Closed


Prepared by:
______________________________________________

Final resolution must be verified to the FDOT District Office in order to close the CAP.
Rev. July 2007

6.0
Review and Approval of FGTS Security Documents
6.1
Purpose

These guidelines provide a uniform process for the Department to review, and approve the following FGTS security documents:

· Security Program Plans (SPP)

· Annual Security Report
· Internal Security Review Reports

6.2
Process
a. The Department’s District Office reviews FGTS security related documents on-site or through an approved secure transmittal process for conformance with the SSO Manual using the appropriate attached checklist(s).

b. The reviews are performed in cooperation with the FGTS to resolve issues that do not meet the Department’s standards.
c. To the extent that the documents do not comply with the Department’s oversight standards, the FGTS must make all necessary revisions as directed by the Department.
d. Upon the completion of the review process, the Department’s District Office issues a written approval along with a completed copy of the checklists to the FGTS.
e. Security plans, reports, investigations, and associated correspondence and related materials shall not be disclosed or otherwise made available to the public. Each FGTS is not required to submit security plans, reports and investigations to FDOT, but must make these items available to FDOT for review. 
6.3
Forms and Checklists

Form

Title

SSO-20
FGTS SPP Review Checklist Summary

SSO-21
FGTS SPP Review Checklist

SSO-22
Checklist for Reviewing FGTS Annual Security Review Reports

SSO-23
Checklist for Reviewing FGTS Internal Security Review Audit Schedule

SSO-24
Checklist for Reviewing FGTS Internal Security Review Procedures

SSO-25
Checklist for Reviewing FGTS Internal Security Review Reports



	SAFETY AND SECURITY OVERSIGHT PROGRAM

FGTS SPP REVIEW CHECKLIST SUMMARY


	SSO-20

03-06

	FGTS:

_____________________________

Plan Title:

_____________________________
	Acceptable
	Unacceptable
	FGTS Annual Review Date:

____________________________

Revision Number:

____________________________
	Acceptable
	Unacceptable

	No
	SPP Item 
	
	
	No
	SPP Item
	
	

	1
	Established written policy statement
	
	
	11
	Criteria for background investigations are established
	
	

	2
	Plans are updated
	
	
	12
	Security orientation or awareness materials are provided to employees 
	
	

	3
	Plans are part of an integrated system program
	
	
	13
	Ongoing training programs on security procedures are provided to employees
	
	

	4
	Plans are signed, endorsed and approved by top management
	
	
	14
	Public awareness materials are developed and distributed
	
	

	5
	Program is assigned to a senior level manager
	
	
	15
	Internal security reviews of security polices and procedures are conducted
	
	

	6
	Responsibilities are defined and delegated
	
	
	16
	Tabletop and functional drills are conducted periodically
	
	

	7
	Operations and maintenance supervisors, and managers are held accountable for security issues under their control 
	
	
	17
	Access to documents of security critical systems and facilities are controlled
	
	

	8
	A threat and vulnerability assessment resolution process is established and used
	
	
	18
	Access to security sensitive documents is controlled
	
	

	9
	Security problems are identified and information is reported
	
	
	19
	Background investigations are conducted of contractors or others who require access to security critical facilities
	
	

	10
	Background investigations are conducted for employees
	
	
	20
	Protocols have been established to respond to the Office of Homeland Security Threat Advisory Levels
	
	

	The SPP is:

_____  Acceptable

_____  Unacceptable, Revise and Resubmit

	Reviewed By:


_________________________________________


	Date:

___________________________________________

	Approved By:

_________________________________________
	Date:

___________________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

FGTS SPP REVIEW CHECKLIST


	SSO-21

03-06

	FGTS:

____________________________________________________
	Date:

__________________________________

	Plan Title:

____________________________________________________
	Reviewed By:

__________________________________

	No.
	Does Plan Contain or Provide for:
	Included

Yes         No
	Page Ref.
	Comments

	1
	Established written policy statement

 
	
	
	
	

	2
	The security plans are updated to reflect anti-terrorist measures and any current threat conditions
	
	
	
	

	3
	The security plans are part of an integrated system program, including regional coordination with other agencies, security design criteria in procurements and organizational charts for incident command and management systems
	
	
	
	

	4
	The security plans are signed, endorsed and approved by top management
	
	
	
	

	5
	The security program is assigned to a senior level manager
	
	
	
	

	6
	Security responsibilities are defined and delegated from management to front line employees
	
	
	
	

	7
	Operations and maintenance supervisors, forepersons, and managers are responsible for security issues under their control
	
	
	
	

	8
	A threat and vulnerability assessment resolution process is established and used
	
	
	
	

	9
	Security problems are identified and information is reported
	
	
	
	

	10
	Background investigations are conducted on all new front-line employees
	
	
	
	

	11
	Criteria for background investigations are established
	
	
	
	

	12
	Security orientation or awareness materials are provided to all front-line employees
	
	
	
	

	13
	Ongoing training programs on security procedures by work area are provided
	
	
	
	

	14
	Public awareness materials are developed and distributed on a system wide basis
	
	
	
	

	15
	Periodic audits of security polices and procedures are conducted
	
	
	
	

	16
	Tabletop and functional drills are conducted at least once every six months and full-scale exercises, coordinated with regional emergency response providers, are performed at least annually
	
	
	
	

	17
	Access to documents of security critical systems and facilities are controlled
	
	
	
	

	18
	Access to security sensitive documents is controlled
	
	
	
	

	19
	Background investigations are conducted of contractors or others who require access to security critical facilities, and ID badges are used for all visitors, employees and contractors to control access to key critical facilities
	
	
	
	

	20
	Protocols have been established to respond to the Office of Homeland Security Threat Advisory Levels
	
	
	
	


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS Annual Security Review Report
	SSO-22

03-06

	FGTS: 

_________________________________
	Date Submitted: 

____________________________________

	Minimum Significant Activities reported in Annual Security Report
	Comments

	Organizational restructuring that affects security
	

	Opening of new passenger stations or vehicle maintenance facilities
	

	Updating the SPP


	

	Reportable  security events


	

	Security inspections


	

	External security reviews


	

	Security training of other departments, disaster drills/simulations
	

	Training and certification of security staff


	

	Results of significant security data analyses


	

	Internal security reviews


	

	Other Activities Reported:


	

	The Annual Internal Security Review Report Is:

_____ Acceptable

_____ Unacceptable, Resubmit with Information Requested Below

	Information Requested:

________________________________________________________________________

________________________________________________________________________

________________________________________________________________________

	Reviewed By:

__________________________________
	Date:

____________________________________

	Approved By:

____________________________________
	Date:

_____________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS INTERNAL SECURITY REVIEW AUDIT SCHEDULE
	SSO-23

03-06

	FGTS: 

_________________________________
	Date Submitted: 

__________________________________

	Group/Function
	Date of Last Review
	Date of Next Review
	Comment

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	The Internal Security Review Audit Schedule is:

_____ Approved

_____ Not approved

	Reviewed By:

_________________________________
	Date:

__________________________________

	Approved By:

____________________________________
	Date:

_____________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

Checklist for Reviewing FGTS INTERNAL SECURITy REVIEW PROCEDURES
	SSO-24

03-06

	FGTS: 

_________________________________
	Date Submitted: 

__________________________________

	Group/Function:

_________________________________
	Reviewer(s):

__________________________________

	Procedure
	Comment

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	The Internal Security Review Procedures are:

_____ Approved

_____ Not approved

	Reviewed By:

_________________________________
	Date:

__________________________________

	Approved By:

_________________________________
	Date:

__________________________________


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

CHECKLIST FOR REVIEWING FGTS INTERNAL SECURITY REVIEW REPORTS
	SSO-25

03-06

	FGTS:

__________________________________________________

Function(s)/Group(s) Reviewed:

__________________________________________________
	Date:

___________________________________________________

Reviewer(s):

___________________________________________________

	Page Reference

Page

Ref.
	Item to be Verified
	Function/Group Reviewed
	Requirements
	Acceptable
	Unacceptable
	Comments

	
	Responsibility for Internal Security Reviews
	
	The unit in charge of a review is not the unit in charge of implementing the function being reviewed.
	
	
	

	
	Internal Security Review Reporting
	
	Reviews must be conducted and coordinated with full management support.

Security Department submits summary reports to the CEO and respective departments.

An administrative process to deal with any problems or disagreements that develop.
	
	
	

	
	Audit Schedule
	
	Was Audit Schedule submitted and approved?

Was internal review conducted according to approved Audit Schedule?
	
	
	

	
	Formal Letter of Certification
	
	Was Annual Report accompanied by Formal Letter of Certification signed by FGTS chief executive?

Were activities not in compliance with SPP identified in the Letter of Certification?  Were activities to remedy non-compliance specified?
	
	
	

	This Internal Security Review Report is:  Approved:  _____    Not Approved:  _____



	Comments:

_________________________________________________________________________________________________________

_________________________________________________________________________________________________________

	Reviewed By:

_______________________________________________
	Date:

_______________________________________________

	Approved By:

_______________________________________________
	Date:

_______________________________________________


7.0
Conducting Three-Year Safety and Security Reviews

7.1
Purpose

These guidelines provide a uniform process for the Department to conduct on-site safety and security reviews of a FGTS.

7.2
Plan the Review

· Develop the review schedule in coordination with the FGTS.
· Designate a Review Leader.
· Prepare a review plan that includes all elements identified in FGTS Plan and Procedures.
· Convert FGTS goals/objectives to performance criteria.
· Prepare review checklists and forms.
· A pre-review meeting may be held with FGTS management.
7.3
Conduct the Review

· Conduct an entrance meeting with FGTS management.
· Conduct interviews with appropriate FGTS personnel.
· Evaluate documents and data maintained by FGTS.
· Observe the on-site operation of FGTS.
· Where possible, record findings directly onto review checklists.
· Rate checklist items for compliance.
· Conduct debriefing with FGTS management.
7.4
Prepare Review Report

· Cite authority and purpose of review.
· State principal findings and observations.
· Evaluate the implementation of the FGTS Plan and Procedures.
· Identify areas of concern and deficiencies.
· Make recommendations to FGTS to update its Plan and Procedures if necessary.
· Transmit draft report to FGTS.
· Allow FGTS to prepare a formal response for inclusion in final report.
· Prepare final report.
7.5
Update Program Documents

· Modify program standard and procedures as needed to address systemic or procedural issues.
· Require FGTS to revise its Plan and Procedures as needed to address deficiencies.
· Review/approve FGTS revised Plan and Procedures.
7.6
Sample Forms and Checklists
Form

Title

SSO-30
Sample Triennial Safety Review Checklist

SSO-31
Sample Triennial Security Review Checklist

	
SAFETY AND SECURITY OVERSIGHT PROGRAM

SAMPLE TRIENNIAL SAFETY REVIEW CHECKLIST
	SSO-30

03-06

	FGTS:

_________________________________________   

Ratings:   1 = Meets Requirements
                 2 = Area of Concern (Partial Compliance)
                 3 = Deficiency (Does Not Meet Requirements)
	Date:

____________________________________

Reviewers:

____________________________________

	SSO 
Manual Reference
	Checklist Item
	Rating
	Comments

	
	
	1
	2
	3
	

	1.1.2 (1)
	SSPP Policy and Authority Statement


	
	
	
	

	1.1.2 (1)
	Chief Executive approval


	
	
	
	

	1.1.2 (1)
	Safety Policies established by top management are stated
	
	
	
	

	1.1.2 (2)
	SSPP Description and Purpose provided


	
	
	
	

	1.1.2 (2)
	System Safety and other related terms defined
	
	
	
	

	1.1.2 (2)
	System description provided


	
	
	
	

	1.1.2 (2)
	Clearly stated safety goals and objectives


	
	
	
	

	1.1.2 (2)
	Goals and objectives are identifiable and achievable through policy and procedure implementation 
	
	
	
	

	1.1.2 (3)
	Specific entity develops and maintains SSPP


	
	
	
	

	1.1.2 (3)
	Description of departmental safety-related responsibilities
	
	
	
	

	1.1.2 (3)
	Organization charts provided showing lines of authority and responsibility related to system safety 
	
	
	
	

	1.1.2 (4)
	Description of SSPP control and update procedures
	
	
	
	

	1.1.2 (4)
	Responsible positions or individuals for initiating, developing, and approving SSPP changes
	
	
	
	

	1.1.2 (4)
	FDOT notification of SSPP changes


	
	
	
	

	1.1.2 (4)
	Provisions and schedule for Annual Review of SSPP
	
	
	
	

	1.1.2 (5)
	SSPP implementation authority assigned by department, function or position
	
	
	
	

	1.1.2 (6)
	Description of Hazard Management Process


	
	
	
	

	1.1.2 (6)
	Hazard identification, resolution and categorization process defined for operations, maintenance, engineering, construction (e.g., APTA or Mil Std Matrix)
	
	
	
	

	1.1.2 (6)
	Criteria specified for determining hazards requiring notification and investigation; responsibility assigned for investigations
	
	
	
	

	1.1.2 (6)
	Verify hazard notification to FDOT


	
	
	
	

	1.1.2 (6)
	Review hazard investigation procedures 


	
	
	
	

	1.1.2 (6)
	Review hazard investigation reports describing activities, findings, causal factors, corrective action plan, and corrective action implementation schedule
	
	
	
	

	1.1.2 (6)
	Verify investigation reports submitted to FDOT for review and approval.  
	
	
	
	

	1.1.2 (7,8)
	Review safety role in system modification process
	
	
	
	

	1.1.2 (7,8)
	Operating and Safety Department personnel included in the design review process for new equipment or system expansion
	
	
	
	

	1.1.2 (7,8)
	Assigned responsibility and authority for approval of modifications or exceptions to established design criteria for new equipment and system expansions
	
	
	
	

	1.1.2 (7,8)
	Certification and sign-off process for verification of operational readiness of new equipment, system expansions and modifications prior to entry into passenger service
	
	
	
	

	1.1.2 (7,8)
	Verify that hazards associated with system expansion or modification are included in the hazard management process
	
	
	
	

	1.1.2 (9)
	Safety data relative to system operation is collected, maintained, distributed, analyzed
	
	
	
	

	1.1.2 (9)
	Describe interdepartmental and interagency coordination for the exchange of safety related information
	
	
	
	

	1.1.2 (9)
	Describe communications with FDOT to coordinate and keep informed of significant safety issues
	
	
	
	

	1.1.2 (10)
	Event, incident reporting and investigation in strict compliance with SSO Manual and SSO Implementation Guidelines 
	
	
	
	

	1.1.2 (10)
	Criteria specified for determining type(s) of events, incidents and hazards requiring investigation; responsibility assigned for conduct of specific investigations
	
	
	
	

	1.1.2 (10)
	Investigation procedures described, including reporting of findings, conclusions, recommendations for corrective action, and follow-up to verify implementation
	
	
	
	

	1.1.2 (10)
	Required reportable event investigation reports submitted to FDOT for review and approval.  Investigation reports contain probably cause, contributing causes, corrective action plan, and corrective action implementation schedule
	
	
	
	

	1.1.2 (11)
	Emergency Response planning, coordination, and training
	
	
	
	

	1.1.2 (11)
	Emergency Response procedures prepared and used
	
	
	
	

	1.1.2 (11)
	Regularly scheduled meetings with ER agencies
	
	
	
	

	1.1.2 (11)
	Emergency drills and table top exercises conducted
	
	
	
	

	1.1.2 (12)
	Description and schedule of Internal Safety Review process
	
	
	
	

	1.1.2 (12)
	Description of procedures for the internal safety review process to evaluate and measure effectiveness of the SSPP and implementing procedures
	
	
	
	

	1.1.2 (12)
	Planning, scheduling and communicating to FDOT the internal safety review process to ensure it is ongoing throughout a 3 year cycle
	
	
	
	

	1.1.2 (12)
	Auditors are independent from those responsible for the activity being audited
	
	
	
	

	1.1.2 (12)
	Safety review findings are documented in written reports, which include evaluation of the adequacy and effectiveness of the SSPP and applicable implementing procedures, needed corrected actions, needed recommendations, an implementation schedule for corrective actions and status reporting
	
	
	
	

	1.1.2 (12)
	Annual Internal Safety Review Report issued and submitted to FDOT for review summarizing individual audit results for the previous calendar year, including a summary of required corrective actions and follow-up provisions to ensure timely implementation
	
	
	
	

	1.1.2 (13)
	Review operations, maintenance and training rule,  procedures and bulletins
	
	
	
	

	1.1.2 (13)
	Assess front-line employee knowledge of and adherence to operating, maintenance, and training rules and procedures 
	
	
	
	

	1.1.2 (14)
	Documentation of facility, systems, equipment and vehicle inspections
	
	
	
	

	1.1.2 (14)
	Criteria defined to identify safety critical facilities, equipment, and vehicle elements requiring inspection.
	
	
	
	

	1.1.2 (14)
	Review safety related facility, equipment and vehicle inspection forms
	
	
	
	

	1.1.2 (14)
	Description of how safety related facilities, equipment, and vehicle elements are included in a regular maintenance and testing program
	
	
	
	

	1.1.2 (15)
	Maintenance audits and inspections of all systems and facilities


	
	
	
	

	1.1.2 (15)
	Maintenance process description, including controls over equipment manuals, shop or site specific procedures, maintenance records, and the tracking and resolution of problems identified during inspections
	
	
	
	

	1.1.2 (16)
	Description of the training and certification program, including frequency of training, certification, and audits, for employees in safety related positions
	
	
	
	

	1.1.2 (16)
	Identification of safety related work categories requiring training and certification
	
	
	
	

	1.1.2 (16)
	Permanent training record file maintained


	
	
	
	

	1.1.2 (16)
	Provision of safety requirements that contractor personnel must follow when working on or near transit agency property
	
	
	
	

	1.1.2 (17)
	Configuration management control process is described, including the authority to make configuration changes and assurance of proper, formal notification to involved departments
	
	
	
	

	1.1.2 (18)
	Employee safety program incorporates applicable federal OSHA and State of Florida requirements


	
	
	
	

	1.1.2 (19)
	Hazard materials program incorporates applicable local, state, and federal requirements
	
	
	
	

	1.1.2 (20)
	Drug and alcohol abuse programs incorporate federal DOT requirements
	
	
	
	

	1.1.2 (21)
	Safety measures and controls for procurement of hazardous material
	
	
	
	

	1.1.2 (21)
	Material receiving inspection for materials and equipment to prevent the inadvertent installation of defective items
	
	
	
	


	
SAFETY AND SECURITY OVERSIGHT PROGRAM

SAMPLE TRIENNIAL SECURITY REVIEW CHECKLIST
	SSO-31

03-06

	FGTS:

_________________________________________   

Ratings:   1 = Meets Requirements

                 2 = Area of Concern (Partial Compliance)

                 3 = Deficiency (Does Not Meet Requirements)
	Date:

____________________________________

Reviewers:

____________________________________

	SSO Manual Reference
	Checklist Item
	Rating
	Comments

	
	
	1
	2
	3
	

	2.1.2 (1)
	SPP Policy and Authority Statement


	
	
	
	

	2.1.2 (1)
	Chief Executive approval


	
	
	
	

	2.1.2 (1)
	Security Policies established by top management are stated
	
	
	
	

	2.1.2 (2)
	SPP Description and Purpose provided


	
	
	
	

	2.1.2 (2)
	System Security and other related terms defined
	
	
	
	

	2.1.2 (2)
	System description provided


	
	
	
	

	2.1.2 (2)
	Clearly stated safety goals and objectives


	
	
	
	

	2.1.2 (2)
	Goals and objectives are identifiable and achievable through policy and procedure implementation 
	
	
	
	

	2.1.2 (3)
	Specific entity develops and maintains SPP


	
	
	
	

	2.1.2 (3)
	Description of departmental security-related responsibilities
	
	
	
	

	2.1.2 (3)
	Organization charts provided showing lines of authority and responsibility related to system security 
	
	
	
	

	2.1.2 (4)
	Description of SPP control and update procedures
	
	
	
	

	2.1.2 (4)
	Responsible positions or individuals for initiating, developing, and approving SPP changes
	
	
	
	

	2.1.2 (4)
	FDOT notification of SPP changes


	
	
	
	

	2.1.2 (4)
	Provisions and schedule for Annual Review of SPP
	
	
	
	

	2.1.2 (5)
	SPP implementation authority assigned by department, function or position
	
	
	
	

	2.1.2 (6)
	Description of Threat Assessment and Analysis Methodology
	
	
	
	

	2.1.2 (6)
	Threat and Vulnerability Identification, Assessment, and Resolution
	
	
	
	

	2.1.2 (6)
	Threat Risk Index (Prioritization/Unacceptable Risk Index)
	
	
	
	

	2.1.2 (6)
	Threats/Incidents response procedures


	
	
	
	

	2.1.2 (7,8)
	Review security role in system modification process
	
	
	
	

	2.1.2 (7,8)
	Security Department personnel included in the design review process for new equipment or system expansion


	
	
	
	

	2.1.2 (7,8)
	Certification and sign-off process for verification of operational readiness of new equipment, system expansions and modifications prior to entry into passenger service
	
	
	
	

	2.1.2 (9)
	Security data relative to system operation is collected, maintained, distributed or made available, and analyzed
	
	
	
	

	2.1.2 (9)
	Describe interdepartmental and interagency coordination for the exchange of security related information
	
	
	
	

	2.1.2 (9)
	Describe communications with FDOT to coordinate and keep informed of significant security issues
	
	
	
	

	2.1.2 (10)
	Security incident reporting and investigation in strict compliance with SSO Manual and SSO Implementation Guidelines 
	
	
	
	

	2.1.2 (10)
	Criteria specified for determining type(s) of security incidents requiring investigation; responsibility assigned for investigations
	
	
	
	

	2.1.2 (10)
	Required security incident investigation reports made available to FDOT.  Investigation reports contain description of activities, findings, identified causal factors, and a corrective action plan
	
	
	
	

	2.1.2 (11)
	Description and schedule of Internal Security Review process
	
	
	
	

	2.1.2 (11)
	Description of procedures for the internal security review process to evaluate and measure effectiveness of the SPP and implementing procedures
	
	
	
	

	2.1.2 (11)
	Planning, scheduling and communicating to FDOT the internal security review process to ensure it is ongoing throughout a 3-year cycle
	
	
	
	

	2.1.2 (11)
	Auditors are independent from those responsible for the activity being audited
	
	
	
	

	2.1.2 (11)
	Security review findings are documented in written reports, which include evaluation of the adequacy and effectiveness of the SPP and applicable implementing procedures, needed corrected actions, needed recommendations, an implementation schedule for corrective actions and status reporting
	
	
	
	

	2.1.2 (11)
	Annual Internal Security Review Report made available to FDOT for review summarizing individual audit results for the previous calendar year, including a summary of required corrective actions and follow-up provisions to ensure timely implementation
	
	
	
	

	2.1.2 (12)
	Description of the training and certification program, including frequency of training, certification, and audits, for employees in security related positions
	
	
	
	

	2.1.2 (12)
	Identification of security related work categories requiring training and certification
	
	
	
	

	2.1.2 (12)
	Permanent training record file maintained


	
	
	
	

	2.1.2 (12)
	Provision of security requirements that contractor personnel must follow when working on or near transit agency property
	
	
	
	

	2.1.2 (13)
	Description of controls in place that address the personal security of passengers and employees
	
	
	
	

	2.1.2 (14)
	Description of FGTS process for making available its SPP and accompanying procedures to FDOT for review and approval.
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