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Using This Template
This and other PDM tools are available to help maintain uniform deliverables for BSSO applications. All sections should be addressed, unless it is not applicable to your system. 
To create a deliverable from this template:
1. Delete the template title page (previous page) and this page.
2. Replace [bracketed text] on the cover page (next page) with your project and agency information.
3. Replace [bracketed text] in the tool header area at the top of Page i (Contents page) with the same project and agency information as on the cover page.
4. Read and update the entire template. Each section contains abbreviated instructions (shown in italics) and an example of the type of content expected for that area. Read the content and determine which information is applicable to your project. 
5. Remove any information not applicable to your project, and add any information necessary.  
6. Remove the borders and titles for “section examples”. 
7. Please do not remove the italicized instructions.
8. When finished, update the table of contents by right-clicking and selecting “Update Field,” then “Update entire table.”
9. Please do not remove or modify content in the footer area.
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[bookmark: _Toc360624326]Section 1   System Description
Provide a 1-2 paragraph summary that briefly describes the system’s sponsor, the reason or purpose for system development, and the application’s users. 
____________________________________________________________________________________
Section Example:
The OSP application is sponsored by the FDOT Office of Maintenance (specifically Roadway Operations) in order to standardize, streamline, and provide auditable records for the permitting processes of eight different Districts for thirteen permit types.  OSP Phase I created the core One-Stop Permitting website with permit resource information and GIS services.  

OSP Phase II will facilitate the electronic application process specifically for the utility permit, providing a user interface for both internal and external users. This phase will transition the paper-based manual processing of the utility permit to an automated process. It will also transition the internal administration and tracking of utility permits from the existing system that houses permitting information, PITS, to the new functionality provided by OSP Phase II.  Future phases of OSP will continue to develop the remaining twelve permit types into electronic applications and processes.
____________________________________________________________________________________
[bookmark: _Toc360624327]Section 2   Purpose
Provide a 1-2 paragraph summary of the purpose of the Security Plan. 
____________________________________________________________________________________
Section Example: 
This document describes the roles, responsibilities, risks, and security design of the _____ system. 
The objectives of the Security Plan are to:
· Ensure availability and reliability of the system data
· Identify confidential or sensitive information in the system
· Define system security methods, requirements and procedures
· Promote consistency and uniformity in the system’s security practices
The following security issues are outlined in this document to address risk management and reduce exposure to the Department by identifying controls to offset threats and protect the Department’s resources.
1. User Access
2. Data and System Integrity
3. Confidential Information
4. Electronic Documents
5. FIPS 199 Potential Impact Categorization
6. Critical Resources
7. Roles and Responsibilities
8. FDOT Policies and Procedures
____________________________________________________________________________________
[bookmark: _Toc360624328]Section 3   Risk Analysis
Identify the risks associated with this application and how those risks will be mitigated. Identify risks from user access, database/system integrity, and from storing confidential or sensitive information. List any internal or external disclaimers associated with confidential or sensitive information that will be displayed in the system. Also, identify the procedures used to mitigate threats from uploaded electronic documents to the Enterprise Electronic Document Management System (EEDMS). 
____________________________________________________________________________________
Section Example: 
Risk analysis is used to identify and mitigate threats to information resources, processing, disclosure, communications, integrity and availability.  Several security measures will be put into place to offset the threats to the ____ application.  The major risks that have been identified include user access, data and system integrity, confidential information, and electronic documents.
[bookmark: _Toc351125639][bookmark: _Toc351450215][bookmark: _Toc360624329]User Access
Security at user login will help safeguard the data from unauthorized users. The ___ application will use SSL for an initial layer of protection for the user accessing the website.  There are two types of users of the ____ application: FDOT (internal) users and external users.  FDOT users are those that have received authorization to access FDOT resources via the Automated Access Request Form (AARF) approval process and have been provided with a FDOT Resource Access Control Facility (RACF) user ID.  FDOT users (including internal consultants and external contractors) must request access to the application through the AARF system, and the designated AARF Access Coordinator is responsible for approval of AARF request. FDOT users will be authenticated through RACF when accessing the system (which is only accessible via the internet).  FDOT users with a valid RACF user ID who are not assigned to an application role will be allowed ‘read-only’ access within the application. The application District and Maintenance Yard Administrators are responsible for ensuring that other FDOT users (including consultants) are assigned to the appropriate application role.
External users are defined as individuals or companies that request an approved permit certificate from the Department and have an active Internet Subscriber Account (ISA). ISA validates the eligibility of the external user’s email address, and this email address and a password registered in the ISA database are the only eligibility requirements for ISA users. These email addresses are viewable only by the authenticated Subscriber and the ISA Application Administrator(s), who will be responsible for resetting ISA passwords for external users. External (ISA) users will not be vetted by FDOT before accessing the system. External users will be authenticated via their existing or new ISA in order to perform creates, updates, and deletes in the application. External users will have limited access to the Department’s information resources, and their user ID and timestamp are registered in the system at the time of data transmission. External users that do not have an ISA will have ‘read-only’ access to view general permit information (services and forms) on the OSP website, but will not be able to access permitting services in the application.
Note: The Internet Subscriber Account request form is submitted as a companion to the OSP Security Plan for review by Computer Security Administration and to request the use of ISA for authentication and authorization of the application’s external users.
[bookmark: _Toc351125640][bookmark: _Toc351450216][bookmark: _Toc360624330]Data and System Integrity
Security at the database level will also help protect the data from unauthorized users. The data integrity in OSP is managed by the security methods that are controlled by the Office of Maintenance, the Information Security Manager, and the Database Administration Tech (DBAT) personnel. The DBAT group recommended Oracle as the database environment. The following procedural controls define the responsibility and accountability that will ensure the integrity of the data in the database.
1. The system will have one predetermined generic user ID established for all database connections in order to control access.
2. The user ID will be managed by the OIS Database Administration (DBAT).  The application developers will not have knowledge of the value of this user ID.  The application will have access to the user ID via a database connection function controlled by DBAT.
3. The system will store data in a relational Oracle database while allowing updates by multiple users.  
The Department also utilizes three environments for system support: unit test, system test and production.  All three environments are independent of each other, having their own databases, and do not share data between them.  Each environment contains the same security controls identified above and is maintained independently from each other.  Procedurally, all development originates in the unit test environment and then migrates to the system test environment prior to being moved into production.
The use of FDOT’s test environment will protect the data by allowing program modifications to be tested under increasingly more stringent, production-like environments before the modification is actually approved for production and placed in service.  The test environment will also ensure that the computer programs adhere to the necessary business rules to maintain accurate information.  
· Unit Test - This environment is used exclusively by OIS staff to perform testing of new system releases, patches and programs.  This environment is not to be used by others outside of OIS.  OIS personnel grant access to this environment.
· System Test – This environment is used mainly by OIS staff, but is also available for user acceptance testing.  The system test environment is also used for production problem resolution and debugging.  This environment and the production environment should be identical in terms of system versions and programs.  OIS personnel grant access to this environment.
· Production – This environment is used for production work only.  The system Administrators grant access to this environment for update & create authority.
· Production Migration Procedures - Upon approval by the Application Owner or Functional Coordinator, the Project Manager submits an email to their Program Manager identifying the application components being requested to move to Production.  The Program Manager reviews and approves the production move and emails the appropriate support group.  If there are any database issues, an Electronic Florida DOT Database Administration Form is submitted by the Program Manager to the DBA group for processing.
[bookmark: _Toc351125642][bookmark: _Toc351450217][bookmark: _Toc360624331]Confidential Information
The system does not solicit information that would be classified as sensitive under the Florida Public Records Act, section 119.07, Florida Statutes.  OSP will pass credit card information to Bank of America in a secure system transaction, but it will not be housed in the application.  An External Disclaimer will be displayed to external users accessing the application to warn them against entering any sensitive information. All non-sensitive information will be subject to Public Records requests according to Section 119.07, F.S.
· External Disclaimer – Information submitted to the Florida Department of Transportation through the One-Stop Permitting system is subject to the Public Record laws outlined in section 119, Florida Statues. By participating in the OSP online permitting process, you are acknowledging you are aware of this disclaimer. 
[bookmark: _Toc351125643]In addition, the Florida Public Records Act, section 119.07, Florida Statutes, and the Open Meeting Law, section 286.011, Florida Statutes, apply to all records and meetings and presume all are open to the public, absent of a specific statutory exemption from the public.  Sections 119.07 and 282.318, Florida Statutes, provide exemptions from these laws for:
· Security certification, internal policies and procedures that if disclosed, could facilitate the unauthorized use, modification or destruction of information resources.
· Collect, process, store, and retrieve financial management information of the vendor, such as payroll and accounting records
· Risk Analysis information
· Results of internal audits of information resources
· Data processing software obtained under a licensing agreement
· Any documentation or program written to collect, process, store and retrieve information that is exempt from the Public Records Act.
[bookmark: _Toc351450218][bookmark: _Toc360624332]Electronic Documents
The system requires the upload and attachment of electronic documents by internal and external users to support the permit request and approval.  Application users will be attaching various documents received from the general public (ex. permits, plans, photos, etc.) through the system.  The system will use the following processes to obtain these electronic documents associated with the permit request:
1. All associated electronic permit document(s) will be stored in FDOT's Enterprise Electronic Document Management System (EEDMS) via the EEDMS Enterprise Business Object (EBO).
1. The system will manage the permit to specify the source location of their document(s).
1. The system generates a header file for each document submitted for processing.  Each header file contains the document attributes for storing and retrieval purposes in the EEDMS.
1. The stored electronic documents will be accessed through the system via a request to the EEDMS.
____________________________________________________________________________________
[bookmark: _Toc360624333]Section 4   FIPS 199 Potential Impact Categorization
Read the February 2004 Federal Information Processing Standards Publication in Appendix B, and identify the potential impact for each FIPS security objective for this system and the data it will contain. Consider the impact to FDOT and the impact to any possible external users and stakeholders when determining the impact for each security objective. ____________________________________________________________________________________
Section Example:

FIPS 199 Potential Impact Categorization for the One-Stop Permitting System:
[image: ]
[bookmark: _Toc360624334]Confidentiality: 
As previously stated, OSP will not house any sensitive or confidential information.  However, there will be a text field where the external user enters their work description.  OSP will display a disclaimer to external users so they do not enter any proprietary information into the work description text field.  Should an external user enter proprietary work information, it is subject to a Public Records request and is at risk to hackers who may illegally obtain this information.  In either of these situations, the external user could suffer a serious adverse effect to their business operations and assets.  Therefore there is a moderate potential impact to OSP’s confidentiality.
[bookmark: _Toc360624335]Integrity:
There is limited potential impact to OSP system integrity in the context of information modification or destruction.   External users will enter the data for the majority of permit applications, and OSP will not allow internal users to change any information entered by an external user.  Internal users must request that the external user change any erroneous information entered by that user.  
 During the transition period before permitting services become fully electronic, external users will be allowed to bring the hard copy of their permits into Maintenance offices, and internal users will enter the permit application data into OSP on behalf of the external users.  The internal user will upload and attach the originally submitted application to the electronic application, and then there is an extensive review process by other internal users that will reduce the risk of modified information to the application.  
FDOT must provide reason to the applicant for denial of a permit application.  If the denial was cause by internal user error, the external user would be able to recognize the error and request a correction to the data.  Also, upon approval of the application, the internal user provides an approved permit package to the external user which will clearly show all information entered by the internal user on behalf of the external user.  If there were an error that did not affect the approval of the application, it would be visible to the external user in the approved permit, and they could request a correction by the Maintenance Office. 
Likewise, if a hacker were to access OSP and modify or destroy information entered by the external user or the internal user, the close communication between users during the review and approval process would mitigate the risk of data modification.  Lastly, OSP will maintain user transaction history to enable audit functions for the application data.  So, if data were modified or destroyed, OSP will record the user that made the error.  For these reasons, the potential impact to data integrity is limited. 
[bookmark: _Toc360624336]Availability: 
In the event that OSP data was unavailable, each Maintenance Office will continue to accept, process, and approve hard copy applications from applicants.  This greatly reduces the impact of system availability and limits adverse effects to FDOT and the external users. 
____________________________________________________________________________________
[bookmark: _Toc360624337]Section 5   Critical Resources
Identify if the system is considered a critical resource by the application’s Functional Coordinator. Also explain the transactional history, the backup and recovery procedures, and the network security for the system.
____________________________________________________________________________________
Section Example:
Critical resources are those systems determined by the Department management to be essential to the Department’s mission and functions, and the loss of which would have an unacceptable impact.  In determining if a system or application meets the definition of an essential system, several factors must be considered such as: 
a) Is there a legal mandate to provide/manage this information or service?
b) Is the information contained in the system critical to the function of FDOT?
c) Would the Department be able to fulfill its mission and functions without this information or service?  
The ____application supports an important function of the Department, but is not considered a critical application in a disaster recovery situation.
[bookmark: _Toc351125646][bookmark: _Toc351450220][bookmark: _Toc360624338]Transaction History
Transaction history will be maintained in the application by a combination of methods.  Each table will maintain a ‘Create user ID’, ‘Create Timestamp’, ‘Update user ID’ and ‘Update Timestamp’ attribute.  All transactions will exist in the database as history for ___fiscal years after completion / closure to satisfy record retention requirements for litigation.
Additionally, Oracle audit functions will be enabled in the database.  The Database Administration Technical group (DBAT) is responsible for maintaining this function.  The Oracle audit functions allow for the capture of several types of information, and that data will be continuously captured in the production environment and stored in each Oracle table. 
[bookmark: _Toc351125647][bookmark: _Toc351450221][bookmark: _Toc360624339]Backup and Recovery
Backup and recovery functions have two major components:
1. the database backup and recovery procedures and
2. the application server backup and recovery procedures  
The DBAT group is responsible for ensuring the integrity and recoverability of the Oracle databases for enterprise applications.  
Southwood Shared Resource Center (SSRC) is responsible for maintaining the reliability and integrity of the servers that house the Department’s applications, and for standard data backup and retention of the servers. 
The system’s data and source code will be backed up and recoverable based on the standard OIS Enterprise Application backup & recovery processes. For more information on their backup and recovery procedures for databases and servers, please contact each respective group. 
[bookmark: _Toc351125648][bookmark: _Toc351450222][bookmark: _Toc360624340]Network Security 
 Enterprise Technology and Security Management (ETASM) is charged with coordinating and administering security policies, procedures, and standards through security awareness training and security compliance assessment. 
____________________________________________________________________________________
[bookmark: _Toc360624341]Section 6   Roles and Responsibilities
Identify the application roles involved in maintaining the integrity and security of the system, and identify the individuals who will fulfill the responsibilities of those roles.
____________________________________________________________________________________
Section Example: 
This section identifies three positions within the Department responsible for the security of the system.  The policies and procedures for the system security are formulated and directed by these positions.  See the latest version of the BSSO Project Delivery Methodology (PDM) for additional project roles not listed here.
[bookmark: _Toc351125650][bookmark: _Toc351450224][bookmark: _Toc360624342]Application Owner
The Application Owner is the manager responsible for the business function the application supports.  
The Application Owner for this system is:  Name - Office
The Application Owner’s responsibilities include but are not limited to:
1. Approve access and ensure compliance with applicable security controls
2. Designate an individual to serve as the Functional Coordinator
3. Ensure compliance with all FDOT policies and procedures 
[bookmark: _Toc351125653][bookmark: _Toc351450228][bookmark: _Toc360624343]Application Security Coordinator 
The Application Security Coordinator is charged with monitoring and implementing security controls for the system.  
The Application Security Coordinator for this system is: Name - Office
The Application Security Coordinator’s responsibilities include but are not limited to:
1. Maintain user access to the system by adding and removing users as approved
2. Verify the following when adding a new FDOT user:
a. User possesses a valid user ID in the RACF database
b. Grant the appropriate access to the system by placing them in a RACF group for the system’s user roles 
3. Review the system’s Security Plan and attend security training sessions to keep informed of changes in security policies and procedures
4. Perform periodic audits of the authorized system users to ensure only authorized personnel have access to the system and that each person has the appropriate authority for their function
[bookmark: _Toc360624344]ISA Application Administrator
The ISA Application Administrator is responsible for assisting their application users with ISA-related issues. 
The ISA Application Administrator for this system is: Name – Office
The ISA Application Administrator’s responsibilities include but are not limited to:
1. Maintain ISA user access to the system by activating or inactivating ISA users as necessary
2. Support the application’s ISA users with login-related issues

· See Appendix B of the latest version of the BSSO PDM for additional project roles and responsibilities.
[bookmark: _Toc351125656][bookmark: _Toc351450230]

[bookmark: _Toc360624345]Application User Roles
The OSP system will have three main roles for internal and external users.  
1. Read-only Authority - Any internal FDOT user with a valid and authenticated RACF User ID will be allowed to view non-sensitive data in the system, but will have no create, delete, or update authority.  This includes staff defined by the Staff Repository System (SRS) as employees, including internal/staff augmentation and external.
2. Create, Delete, Update Authority - Create, delete or update authority will be granted to internal and external users based on Table 1a.
3. Administrative Authority – Authorized Central Office users will have the ability to make adjustments globally in the system (i.e. the Functional Coordinator and any other designated Central Office user).
All functions within the system will be confined to specific application roles.  The system will manage the application roles via an internal and an external user role database table to enable authorized users access to specific data. These database tables will be secure from outside manipulation according to the measures outlined in Section 3 under “Data and System Integrity”. The system will have both internal and external update users.  The following reflects the summary of the OSP system roles available:
Table 1a
	Application User Roles
	Authority
	Level of Control
	Functions in OSP

	Statewide Administrator
	Create, update and delete 
	Statewide
	· Can assign the Statewide and District Admin roles to internal users 
· Can create and manage permits for all Districts
· Can RAI to external users 
· Can change all permit statuses, including approve, deny, and void a permit 
Can do Final Acceptance

	District Administrator
	Create, update and delete
	District wide 
	· Can assign roles to District-specific internal users 
· Can manage new UA registration 
· Can create and manage District-specific permits
· Can request RAI to external users 
· Can change all permit statuses, including approve, deny, and void a permit
· Can do Final Acceptance

	Maintenance Yard Administrator
	Create, update and delete
	Designated District Maintenance Yard
	· Can assign roles to Maintenance Yard-specific internal users 
· Can manage new UA registration 
· Can create and manage Maintenance Yard- specific permits
· Can request RAI to external users 
· Can change all permit statuses including, approve, deny, and void a permit
· Can do Final Acceptance

	Permit-specific Reviewer
	Limited read and update
	Statewide – assigned per permit
	· Read-only permits
· Can enter comments for assigned permits 

	Permit Processor
	Create, update and delete
	Designated District Cost Center
	· Can create and manage District-specific permits  
· Can request RAI to external users 
· Can change certain permit statuses, but cannot approve, deny, and void a permit
· Can do Final Acceptance  

	Permit Inspector
	Limited read and update
	Designated District Cost Center – assigned per permit
	· Read-only permits
· Can change certain permit statuses, but cannot approve, deny, and void a permit
· Can enter Inspection Findings
· Can do Final Acceptance

	Organization Administrator 
(external user)
	Create, update, and delete
	Organization-only information and applicant requests.
	· Can assign a role to other ISA users for their organization
· Can sign / approve permits for their organization
· Can create and manage permits for their organization
· Can comment to / notify internal users

	Organization Delegate
(external user)
	Create, update, and delete
	Organization-only information and applicant requests.
	· Can sign / approve permits for their organization
· Can create and manage permits for their organization
· Can comment to /notify internal users

	ISA User (external user)
	Create, update, and delete
	ISA user information only
	· Can create and manage permits
· Can comment to / notify internal users

	FDOT Staff
	Read-Only (will not have access to permit administration)
	Statewide
	· Read-Only Access to OSP system data

	Public
	Read-Only (website information-only; no access to permitting services -  not requiring login)
	Public cannot access ISA users’ permit applications
	· Read-Only Access to OSP website


[bookmark: _Toc351125657][bookmark: _Toc351450231]____________________________________________________________________________________
[bookmark: _Toc360624346]Section 7   FDOT Policies and Procedures
Identify any FDOT, OIS, or BSSO policies and procedures that would govern the maintenance and security of this application.
____________________________________________________________________________________
Section Example:
Florida Department of Transportation Policies, Procedures and Governing Statutes
The Department’s policies and procedures relating to access of computers and data are governed by statutes, codes and procedures.  The policies and procedures identified are included in their entirety by reference and are only repeated selectively.
· Chapter 119, Florida Statutes:  Public Records Law
· Chapter 815, Florida Statutes:  Computer Related Crimes
· Section 282.318(3)(a)(1&3), Florida Statutes: Security of Data and Information Technology Resources
· Information Resource Security Policy, State Technology Council recommended May 7, 1998
· Policy Statement 001-325-060 Security and Use of Information Technology Resources, Including E-Mail, Internet and Anti Virus Software
· Procedure 325-060-001 Electronic Security for Public Records Exemptions
· Procedure 325-060-555 Access to the Department’s Computer Network Resources 
· Florida Administrative Code 71A-1.001: Federal Information Processing Standards (FIPS) and National Institute of Standards and Technology (NIST) standards and guidelines implemented as a result of the Federal Information Security Management Act of 2002 (FISMA, 44 U.S.C. § 3541, et seq.).
____________________________________________________________________________________


[bookmark: _Toc360624347]Section 8   Document Revision History
[bookmark: _Toc343775321][bookmark: _Toc353286654]Identify revisions to the document starting with initial creation. This section should be updated when an approval is required (i.e. initial creation, change request, new mandated change, etc)
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____________________________________________________________________________________
[bookmark: _Toc360624348]Section 9   References
Identify any other documents referenced in this Security Plan.
	Document No.
	Document Title
	Date
	Author

	Version 1.6
	Project Delivery Methodology (PDM)
	5/17/2013
	David Davis, BSSO


____________________________________________________________________________________
[bookmark: _Toc360624349]Section 10   Appendices
Include any relevant appendices.
[bookmark: _Toc351125660][bookmark: _Toc351450234]____________________________________________________________________________________
Section Example on next page: 
[bookmark: _Toc360624350]Appendix A: Security Profile Diagram
[image: ]____________________________________________________________________________________
[bookmark: _Toc360624351]Appendix B: Federal Information Processing Standards (FIPS) Publication
http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf
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