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To ensure the ongoing security, proper configuration, management, and <.
maintenance of the Department’s data, information, and information
technology resources, the Department’s Office of Information Systems
(OIS) shall implement and manage a mobile device management (MDM)
solution. The implementation of an MDM platform adds an additional layer
of security and ensures the ongoing availability, integrity, and
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At a minimum, the MDM platform shall:

1. Remain up to date and properly patched in accordance with OIS’ <
patch and version standards
2. Allow for the restriction of applications available

for download to a Department owned mobile computing device

3. Include a remote-wipe feature
4. Support real time monitoring and configuration management
5. Generate event log notifications and alerts
- 20.1.1 -Mobile Computing Devices, ,
+ As defined in Rule 71A-1.002(51), FAC, aAll mobile computing

devices_used to access the Department’s network, data, and information
andwhich are capable of being managed by the Mebile-Bevice
Management(MBM)-MDM selution-used-by-the-Departmentplatiorm, wil
shall be configured into the solution by a-member-ofthe Office-of
Information-Systems (O1S).- OIS |
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20.1.2 Configuration mManagement of all-tFDOT-Department owned mobile
computing devices will-shall be performed centrally to provide for
consistency, mere-efficient management, ease of auditing, and greater
assurance of security compliance at Jeast monthlyt,
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20.1.3 FDOT-sheuldThe Department shall review security logs for the MDM
platform frequently to ensure items of sufficient criticality can be
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A complete inventory of mobile computing devices wil-be-keptshall be
maintained, which-wilHineludeand include, but not be limited to; butisa't
limited to-information such as:

20.1.4

1. aAssigned member of the Department’s workforcegser; /
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20.1.5 Mobile computing devices shall require members of the Department’s -
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20.1.10 Users shallmust report lost or stolen moblle computing devices

immediately as per (make reference to-existing DOT policy and/or OIS
Manual-Chapter-Bspecified within Chapter 1 of this Manual,
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20.1.11 Users shall report suspicious activity or unauthorized access to company
Department owned data V|a a mobile computlng device |mmed|ately as

}specmed within Chapter 1 of thls Manual.

8&———Members of the Department’s workforce)-,

’ Formatted
- [ Formatted
[ Formatted
Formatted
/[ Commented [SM5]: Unnecessary due to overarchin
t

Formatted

20.1.12 Users shall not load,-e+ -download, or install illegal content onto any
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10:20.1.13 Ysers shall only send FBOTDepartment related emails through the FBOF~
Department’'s email system. If a member of the Department’s workforce '
pser-suspects FBOT-Department owned data or information has been
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20.2.1 -New mobile computing devices will be approved and tested

by the Office-of Information-Systems OIS prior to being used in production. '

—20.2.2
-Testing to-shall include but is not limited to: connectivity, protection,
authentication, application functionality, solution management (such as
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4.20.2.10 The use of the Department’s mobile computing devices is governed by -
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personally owned devices to conduct Department business must receive
approval and agree to sign and comply with the Request to Use
Personally Owned Computer Mobile Computing Device, Form No,
325-060-020".
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responsible for providing antivirus software for personally owned devices.
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data exchanged with the Department is free from viruses and other forms

of malware.
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security patches.
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20.3.10 If a personally owned device that has been used to conduct Department

business is lost or stolen, the owner of the personally owned device shall
immediately report the incident in accordance with the provisions specified
within Chapter 1 of this Manual, |,

g

10.20.3.11 TFhe Office-of-Information-SystemsOIS, is responsible for using available

resources to remote-wipe or physically wipe the personally owned device
used for conducting Department business in the event the
employee/employer relationship with the device owner is

|, and in the event the device is lost, stolen, or

ownership of the device is transferred.
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