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1.0 Using Online Help

The Expedite Bid Manager’s Online Help system, a companion online file, coversthe
Expedite components used by the bidder. To access the BID online help while you have
the program running, press the F1 button on your keyboard. A window containing the
contents of the online help system will be displayed.

CONTACT INFORMATION

For information about this product contact:

Customer Support

Info Tech, Inc.

5700 SW 34th Street
Suite 1235

Gainesville, FL 32608
Phone: (352) 381-4400
Fax: (352) 381-4444

E-mail: customer.support@cloverleaf.net

2.0 Setup
BID isa32-bit application for Windows 95, 98, 2000 and NT.

Note: For full functionality, the BID program should be installed using the instructions in
section 2.1.

¢ Warning: Trnseport Expedite 5.1a contains underlying program code that
incorporates strong encryption technology and is therefore subject to export
restrictions. Its distribution may be regulated by 15 CFR Parts 730-774,
published by the U.S. Department of Commerce, Bureau of Export
Administration, as the Export Administration Regulations (EAR), and probably
other laws and regulations. Except for export to Canada for use in Canada by
Canadian citizens or lawful permanent residents, Trnseport Expedite and any
underlying technology may not be exported outside the United States or to any
foreign entity or “foreign person” as defined by U.S. government regulations,
including without limitation, anyone who is not a citizen, national, or lawful
permanent resident of the United States. Trnseport Expedite is available within
the U.S. It may not be exported outside the U.S. Be aware that if you export
this software outside the U.S., you may be in violation of U.S. laws.

2.1 Installing BID

The setup program for BID islocated on the Contracts Administration Office web site:
http//www11.myflorida.com/cc-admin. Contractors are required to download the setup
program from the Internet on to their conputer.
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Installing BID from the Contracts Administration Office web site for

Windows 95, 98, 2000 or NT

Follow these steps to ingtdl the Expedite BID agpplication software from the web ste:

1. Go to: http:/Amww11.myflorida.com/cc-admin.

2. Click thelink for Expedite.

3. Click thelink for Expedite Bid Setup File.

4. Click thelink for Expedite Bid 5.1a Setup (zip file).

5. Select save thisfile to disk and click OK. Sdlect alocation to download thefile.

6. After downloading the file and unzipping it, you ready to ingal the program.

7. Click the START button and choose Run. The Run window appears.

8. Toingdl the gpplication software, type the location the file (example: C:\Setup.exe)
was unzipped to in the Open text box. Or you can use the BROWSE button to
select the Setup.exefile. Click OK.

9. The Expedite BID Setup program will begin. Follow the ingtructions given in the
Setup program.
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3.0 Using Expedite for Bidding
Bidders use only one component of Expedite, BID, which they ingal on their computers
usng the ingalaion program.

3.1.1 BID (Bid Manager)

BID isan interactive, spreadsheet-like program used by contractors to enter their unit
price bids. It enables a bidder to produce both an electronic and paper-based bid. BID
a 50 supports the merging of dectronic amendments with existing ectronic bids and
electronic bid submission with digital Sgnatures. BID is created by the SETUP.EXE

program.

3.1.2 SETUP (Bid Manager Installation Program)

Contractors use the Setup.exefileto ingtal BID from the digtribution diskette. During
ingtalation, contractors are not required to enter their bidder 1D, name, address, and
phone number. The bidder ID is now maintained within the BID program itsdlf. The first
time the program is used, however, the system will prompt the contractor for abidder ID
and other required fields.
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4.0 Making the Bid

Thistutoria section isintended for prospective bidders. It isincluded herein much the
sameform asit gopearsin Bid Manager’ s Online Help. We recommend following the
stepsin order for you to grasp a better understanding of the overdl bidding process.
Once a contractor has opened the eectronic proposal and modified it within the BID
program, the proposal isthen referred to asabid. The BID program alows prospective
bidders to interactively enter their unit price bids and produce both eectronic and paper-
basad versons for submisson to FDOT. Each time the eectronic bid is modified, it will
be marked with a unique revision number. The paper-based bids will diplay thisrevison
number o that the wrong copy is not accidentaly submitted. FDOT can verify that the
two versions are the same.

After an Expedite proposa has been opened into the BID program, the bidder can load
and incorporate Expedite amendment files. BID only adlows amendmentsto be loaded in
sequentid order. Amendments can change generd proposa data (such as descriptions
and amendment notes) and item data (such as quantities), aswell as adding or deleting
items. Changesto item datawill not change unit prices previoudy entered.

BID may contain a DBE List window that can be used to track DBE (Disadvantaged
Business Enterprise) commitments, or MBE (Minority-Owned Business Enterprise) and
WBE (WomanOwned Business Enterprise) commitments. This section of the program is
used to track lineitems assigned to registered DBE, MBE and/or WBE suppliers,
subcontractors, and manufacturers. Tota subcontractor commitments can be compared to
the overal proposa goas for DBE/MBE/WBE commitments. FDOT isnot currently
requiring DBE Commitmentsto be entered in Expedite BID.EXE bid program

The BID program may aso contain a Miscellaneous Data Entry screen. The Misc Data
Entry Screen can contain anything that FDOT would like the bidder to record. Any
questions can be displayed for the bidder and any of the bidder's responses can be
printed. Information that is entered on the Miscellaneous Data Entry screen, however,
never gets passed back to FDOT's bid letting system. Some DOTs use this screen to
display contractua information for bidders and use it as a checklist to ensure that al
elements of the bid process have been completed.

Thefollowing BID tutorid requires that you have the following:

« BID program
« Tutorid files
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4.1.1 Opening Electronic Proposals
After you receive your eectronic proposa from FDOT, start the BID program so you can
begin entering your bids.

1. Double click the BID button.

2. Select Open from the File menu to open an dectronic proposa.

A Expedite Bid

The File Menu on the Main BID Window
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3. BID digplays the Open Files window with alist of available .ebsfiles. Sdlect the file
you wish to load from this list and click oPEN. BID displays a split window with the
proposa identified in the title bar.

A Expedite Bid - D8Feb001_EBS [0 Amendments) for FDOT Propozal E3A97 on 08Feb Letting Calli D01

File Edit Toolz Wiew ﬂelp

Schedule OFf ltems Agsncy: :FDDT— iader(l: :‘m r
Letting Date: D2/08/01 Praject ID: |N/A '
Col Order 001 Amendments @
Contract 10 iEiéﬁ?i Jairt Bid: i—N_D
County: =Mu|t|p|e— W alid Bid: iNn
[ ate Generated: TW Informational: {ND
Date Revised: |—- Check: EE-SWE i

Description: [THE WORK SPECIFIED [N THIS CONTRACT CONSISTS OF:
FLACEMENT OF PERMAMENT THERMOPLASTIC STRIFING OM
[COMPLETED CONSTRUCTION JOBS ON %4RIOUS PRIMARY AND
INTERSTATE ROADWAYS WITHIM HOLMES, WaSHINGTON AND
JACKSOM COUNTIES.

Bid tatal: i$32,SED.DD

Q| Bl

For Help, presz F1 ipr i 1
Proposal Window

The left pane of the window displays atree view of the proposal and the right pane
displays generd information about the proposd. Y ou can adjust the width of the panes by
placing the cursor over the border between the two panes until the cursor turnsinto aline
with arrows on each end. Then press the left mouse button and drag left or right to adjust
the width of the panes. The panes maintain these new widths until you change them

agan.
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Opening and Closing Folders in Tree View

When a proposd isfirst opened, the proposal folder is digplayed in the left pane of the
proposa window, but the folder is closed. To the l€eft of the folder icon isaplus box [+].
Click on the plus box [+] to expand the tree view hierarchy for that proposal. Notice that
the plus box [+] has changed to aminus box [-]. Y ou can collgpse the tree view again by
clicking the minus box [-].

You will seeat least one folder labeled Schedule of Items listed under the proposa
folder. If your agency has decided to use the DBE List and Miscellaneous Data
functionality, then those folders will dso be displayed.

Note: If you open a proposal that has no type of DBE goal assigned to it, the
DBE List folder will not appear in the tree view even if that option is being used
by your agency.

Double clicking on any folder in the tree view will open that folder and display related
information in the right pane of the proposa window.
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4.1.2 Entering Bids
After you have selected the .ebsfile, the next step isto enter bidding pricesfor the
Schedule of Items.

1. Click the plus box [+] to the left of the Proposal number in the left pane of the
window. The tree view expands.

2. Click the Schedule of Items folder on the left Sde of the window. BID displays
generd information about the proposa and the number of sections and itemsiit
contains.

A Expedite Bid - 08Feb001.EBS [0 Amendments) for FDOT Proposal E3A97 on 08Feb Letting Calli# 001
File Edt Toolz ¥iew Help

I[=] E3

BEE S EE| 4
r—|@ 08Feb 001 -

e Letting D ate:
dule OF [tems:

iuz-ua-m

lDD1 Total Sections: 1

""" Bid Total: [$32 850,00

Tatal ltermns: |23

Call Order:
27102561 TRAF S
2711 3 PAVEMEMT
2711 4 DIRECTION
2711 5 2 GUIDE L
2711 31 TRAFFIC &
2711 32 TRAFFIC &
2711 33 TRAFFIC &
2711 34 TRAFFIC &
27113561 TRAFS
27113531 TRAFS
2711 35121 TRAF £
2711 35181 TRAF £
2711 38241 TRAF &
2711 3661 TRAF S
2711 3681 TRAF S
2711 36181 TRAF £
2711 36241 TRAF &
2711 97 R TF!.-!.F' i

Contract [

B

For Help, presz F1 |

Schedule of Items Information (TREE MODE)
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3. Sdect Item Grid from the View menu. BID displays the Schedule of Itemsin grid

form on the right pane.

A Expedite Bid - D8Feb001_EBS [0 Amendments) for FDOT Propozal E3A97 on 08Feb Letting Calli D01

Fil= Edit Toolz ew Help

=] E3

SEH & iEE - 4|

=-[E 08Feb 001
423 Schedule Of tems

For Help, prezs F1

PAYEMENT STRIPING - LARGE MACHINE
0005 27102561 33.000 M1
TRAF STRIFE SOLID [wH/BLACK/BLUE 150kM)

Extension __:J
$32.850.00

oMo 2711 2 203.000 E&
FPAVEMEMNT MESSAGE [THERMOPLASTIC)

0ms 2711 4 553.000 E& |
DIRECTIOMAL ARROW [THERMOPLASTIC)

0020 2711 5 2 137.500 M1
GUIDE LIMES [THERMOPLASTIC) [YELLOW]

0025 2711 3 81.251 GK
TRAFFIC STRIPE SKIF [THERMOPLASTIC] [wH)

0030 2711 32 75.438 GK |
TRAFFIC STRIFE SKIP [THERMOPLASTIC) [rL]

0035 2711 33 1.106.500 M1 |

Froposal Total;

$32,850.00
[Cap [MUM [ 2

Item Grid
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4. Move the cursor to the firgt line item on the right Side of the window. Type the
amount you want to bid. Press the TAB key. BID computes the Extension, the
Section Totd, and the Bid Tota immediately.

A Expedite Bid - 08Feb001.EBS [0 Amendments) for FDOT Proposal E3A97 on 08Feb Letting Calli# 001 |_ (O] x|
File Edt Toolz ¥iew Help

SEH S| EE 4]

& @ 08Feb 001 Quantity | Unit Unit Price | Extension
/& Schedule Of liems Section D001 $40_650.00
PAVEMENT STRIPING - LARGE MACHINE
2710 25 61 33000 W1 | $200.00000 $7.800.00
TRAF STRIPE SOLID MwHABLACK/BLUE 150kb]
amao 2711 3 203.000 E& | o
PaVEMEMNT MESSAGE [THEHMDPL&STIE]
oma 2711 4 RR3000 Eh |
DIRECTIOMAL ARROW [THERMOPLASTIC)
aoz2o0 2711 5 2 137500 M1 |
GUIDE LIMNES [THERMOPLASTIC] [vELLOW]
0025 2711 3 81.251 GK
TRAFFIC STRIFE SKIF [THERMOPLASTIC) fwH)
0030 2711 32 7h.438 GK
TRAFFIC STRIFE SKIF [THERMOPLASTIC] L)
0035 2711 33 1.106.800 k1 | =
Fropazal Total:i $40,650.00
For Help, presz F1 ,EAF :“_NT |_ 5

Entering Bidsfor Line Items

5. Repest this Step to bid on the rest of the line items.

Note: To change a unit price, click the selected item and enter a new
amount. If you just want to make a small change to a unit price (such

as changing one digit), you can edit the unit price by using the Left
Arrow and Right Arrow keys to move the cursor to the selected digit.
Delete that digit with the DELETE key, and enter a new digit.
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6. Click the CHECK BID button on the toolbar to check the status of the bid. BID
displaysthe Bid Errors Log window, which lisgts any errors that may have occurred.
Resolve errors regarding the Schedule of Items before moving on to the next section.

If FDOT does not require any more information in regards to your bid, and if your bid is

clear of errors, you can send the bid back to FDOT.

Bid Errors

]

Section Error: gection 0007 anly partially bid
Item Errar;
Itemn Errar;
Item Errar;
Item Error;
Iterm Errar;
Item Errar;
Item Errar;
Item Errar;
Item Errar;
Itemn Errar;
Item Errar;
Item Error;
Iterm Errar;
Item Errar;
Item Errar;
Item Errar;
Item Errar;
Itemn Errar;

itern 2717 3 [Linedt 0010) not bid
itern 2717 4 [Linedt 0015) not bid
itern 2717 5 2 [Linedt 0020] not bid
itern 2711 31 [Linet 0025) not bid
itern 2711 32 (Line$ 0020] nat bid
itern 2717 33 [Line$ 0035] nat bid
itern 2717 34 (Lined 0040] not bid
itern 2717 35 61 [Linef 0045] not bid
itern 2711 35 81 [Lined 0050] not bid
itern 2717 35121 [Line# 0055) not bid
itern 2711 35181 [Liney 0060) not bid
itern 27171 35241 [Linett 0065] not bid
itern 2717 36 61 [Linef 0070) not bid
itern 2717 36 81 [Lined 0075) not bid
itern 2717 36181 [Line# 0020) not bid
itern 2717 36241 [Linel 0025) not bid
itern 2711 37 61 [Lined 0030] not bid
itern 2717 37121 [Line# 0095) not bid

Print Errorz I

Bid Errors Windows
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4.1.3 Tracking Line Item DBE Commitments

Depending on your ingtdlation options, you can use Expedite to track either DBE
commitments, or MBE and WBE commitments as agreements are made with
subcontractors. In addition, areport is available showing DBE, or MBE and WBE plans
to meet the gppropriate goa (s) for the proposal.

Note: Depending on your agency settings, the PES file is modified for
enhanced DBE processing. If you have questions about your agency
settings, contact FDOT Contracts Administration Office.

FDOT is not currently requiring DBE Commitments to be entered in
Expedite BID.EXE bid program.
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4.1.4 Filling Out the Misc. Data Entry Form

Now that you have met the DBE requirements, it istimeto fill out the Miscellaneous
Dataform. It isthe decison of FDOT to include the Miscdlaneous Data form as part of
the proposd. Y ou may not have this screen at all.

1. Click the Miscdlaneous Data window option on the |eft Sde of the window. The
Miscellaneous Data window appears

A Expedite Bid - 03MovDD6_EBS [0 Amendments] 2649ML _ O] x|

Fil= Edit Toolz ew Help

SEH & iEE - 4|

L iZ2 Miscellansous Data

- 03N o006 . o ]
% Schedule OF ltems ineligible by any federal agency within the past 3 years ?
% MBE Lizt * dpoes have a proposed debarment pending 7
‘- [E8 WEE List

* has been indicted, convicted, or had a civil Judgment rendered
against (it) by a court of competent Jurisdiction in any matter

involwving fraud or official misconduact within the past 3 years 7

**aPPLICAELE: tl vl:l** If the answer is YTES to any of the

For Help, prezs F1

four items aboth, Suspension or Debarment actions below:
Tes
I No
B
Snswmanci s ar Taharmant actdcms wmill mar wacacsard o rasnle iw dawndal
4] | G
| MUK | v

Miscellaneous Data Window

The Miscellaneous Data window contains information that FDOT would like you to
record. Any type of form for gathering miscellaneous information can be created. Some
DOTs use this screen to display contractua information and use it as a checklist to ensure
that all eements of the bid process have been completed.

A common tutorid for this part of the BID program is extremdy difficult to produce
because FDOT has complete control over customizing the entry screen. When you get to
this section, smply enter al the required fields moving through the proposa from top to
bottom using the scroll bars on the Sde of the window. When you get to afidd that
requires a choice to be made, dlick in the field and press the first letter of the word you
choose and your answer will display. For example, yes or no answers can be entered by
pressng Y or N. After you filled in dl the Miscdllaneous Data window fields, click the
SAVE button on the Toolbar to save the bid.
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4.1.5 Viewing Proposal Info
When you need to view basic information regarding a proposd, click the proposa name
on the left side of the window. For example, suppose you wanted to check the letting date

for this particular proposa. Click the proposa name. A Proposa |nformation window
appears digplaying the letting date as well as other types of information

A Expedite Bid - D8Feb001_EBS [0 Amendments) for FDOT Propozal E3A97 on 08Feb Letting Calli D01

Fil= Edit Toolz ew Help

Agency: IFDDT— Bidder |D: Im =
Letting D ate: IW Praject 1D: IM—
Call Drder: lﬁljﬁ— Armendments: FJ—
ContractID: E3237 Joint Bk Ne
County: [Multiple ‘Walid Bid: Mo
Date Generated: IW Informational: IND—

Date Revised: Check: IE’.\TEDE

Description: | THE ‘WORK SPECIFIED IM THIS CONTRACT COMSISTS OF:
PLACEMEMT OF PERMAMENT THERMOPLASTIC STRIPING OM
COMPLETED COMSTRUCTION JOBS ON WARIOUS PRIMARY AWND
INTERSTATE ROADWAYS WITHIN HOLMES, \WASHINGTOM AND
ACKSOMN COUMTIES.

For Help, prezs F1
Basic Information Window

il
:
[
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4.1.6 Exporting Item Data

Let's say your company prefers to use a preadsheet program for entering bids. BID
alows you to import and export datain severd different formats. This feature alows you
to view your bid in Microsoft Excd. Although thefileis saved in a*.csv format, the file
itself will default to the Excd program.

Note: The Export and Import option fields should be the same in each of the
option selections to ensure file import/export compatibility. Otherwise, data
exported and edited in third-party software cannot be imported back into
Expedite.

Thereisless chance of adataerror if you export the bid from BID firg, estimate the job
in Excd, and then re-import the bid into the BID program. Choose Export Proposal from
the Tools menu to begin the steps of exporting aclean .csv file.

To export abid into a.csv format, follow the steps below:

1. Select Export Proposal from the T ools menu. The Export Items window appears
asking you to confirm the export operation.

Export Proposal [ 2] |
Save i | {3 expedite _1! gl
File name: IDEFEI:-EIEH C5Y Save I
Save as type: il:nmma Drelimited [*.C5%] _'J Caticel |
Help |

The Export Proposal Window

2. Confirm that the Save as Type field is accurate and click SAVE to export thefilein
the .csv format. If you now look in your directory, you will find the file type you
requested with the same name as the active bid.

3. Exit BID and run Excd. Use its functions to load the proposd item datafile, enter
your unit price bids, and save. If Excdl asks whether to upgrade the file version,
click NO.

4. Exit Excd and run BID. Load the dectronic bid file by sdecting Import Proposal
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from the T ools menu. Press ENTER to confirm the import operation BID will read
the Excdl file and update any unit price bids that have changed. Y ou can save the
updated electronic bid file and print a paper-based bid.

5. An Import Info window will appear displaying the total number of lines, and the
total number of bid prices that were imported. Press the Ok button to make this

window disappear.

The import/export options are described in Section 5.1.3. The import and export file

formets supported by BID are shown below.

File Format Description

File Format

Description

WK1
(1-2-3 format)

This is a Lotus 1-2-3 native spreadsheet
format. This is usually the best choice for
importing and exporting to Lotus 1-2-3 for DOS
and Windows.

Csv
(Comma delimited format)

This is a generic text format that is supported
by several spreadsheets and many other
programs. This format represents the data as a
sequence of fields separated by commas,
where each line of text corresponds to a row of
data. Fields with embedded commas or quotes
are surrounded by quotes. This is a useful
format for custom estimation systems.

TAB
(Tab delimited format)

This is a very simple text format where fields

are separated by a tab, one line per data row.
This is a useful format for custom estimation

systems.

COL
(Fixed column format)

This is a text format where each column takes
up a fixed amount of space.

DIF
(Data Interchange Format)

This format can be used by DOS-based
versions of Lotus, and DBase.

CS2
(Simplified CSV format)

This is a stripped-down version of the CSV
format to be read by programs that cannot
handle CSV correctly, such as Lotus 1-2-3.

DAT
(Test only!)

This export only format contains all the
information about a proposal in CSV format.
This format is intended to be used by
estimation systems that want to know all about
the proposal. This format cannot be used to
import.

Supported Import and Export File Formats
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4.1.7 Printing the Bid Proposal

Now that the electronic bid is complete, a paper-based version must be produced for
FDOT.

1. Click the PRINT button on the toolbar. A window will appear asking to save to diskette.

Bid - Save to Floppy |

File 5aved.
Wiould pou alzo like to zave the file to floppy disk?

Save to A | Save to B: |

¥ Continue ta ask thiz in the future

BID will dso display the Print window . Thiswindow lists your options for printing
different parts of the active bid. We will print a Full Bid Report for our purposes.

T - [~
— Printer
Harme; SSOARHYMHESHF Laser)et 8100 South Properties |

Status; Feady

Type: HF Lazer)et 3100 Senes PCL B

“Where:  156.75.194 56

Comrient: HP 81000M 5 outh [ Print ta file

— Print range — Copies

Murnber of copies: 11 5:

" Pages from: |1 o |7 NN (ST [RST
SOl 212 | Nk I Eaflste
121 Selentnh
Ok, I Cancel

& Al

Print Window

2. To print afull BID report, keep the default Print Range of All.

3. Click oK. The eectronic bid is sent to the printer.
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Printing Selected Items in a Bid Proposal

Occasionally, youmay need to cregte printed quote information on just afew itemsina
proposa. In these cases, you can use the Print Quote option to print information on only
those items that have been given aunit pricein the proposd.

Note: The Print Quote option does not perform a check of the bids.

Follow these steps to print information on selected itemsin a proposa:
1. Open the proposa and enter a unit price for al items you want to quote.
2. Select Print Quote from the File menu. BID displays the Print window.

3. Keep the default Print Range of All, and click oK. The selected item bid
information is sent to the printer.

Note: The format for the printed information is defined by an optional set of
templates in the Gen config file ( this file is controlled by FDOT )

4.1.8 Sending Bids Back to the State Highway Agency

Once you have finished printing a paper-based version of your bid, click the SAVE button
to save your work. Y ou may send your bids back to FDOT dectronicaly or manualy.
Follow these steps to send your bid manualy:

1. Copy the dectronic verson onto a diskette.

2. Ddliver the paper-based version of your bid and your diskette to FDOT.

Note: Follow your agency's rules about whether to place each bid on
a separate diskette, or to turn in a single diskette with all your bids for
the letting. Do not change the file names of your bids because the
agency will use them when loading and analyzing your bid. Finally, do
not include any proposal file for which you are not bidding.

Follow these steps to submit your bid dectronicaly viathe Internet:

1. Select Bid Submission from the T ools menu.

2. Follow the ingtructions of the bid submisson wizard to submit your bid.
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4.1.9 Using the Log Directory

Onceabid or adigitd ID has been submitted, alog directory is created with arecord of
those submissions. The types of filesthat are entered into the log directory are bid
submission and key and bid withdrawal. The file name will reflect the date, time, and
generation for the submission, plus the type of submission. These text files can be
retrieved and printed at any time in any text editor for afile record of those actions.

By default, bid submisson errors will not be logged in the log directory. However, if

your agency wishesto log errors, a parameter can be set in the Expedite Properties
window to do this.
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5.0 Customizing BID

The BID module of Expedite provides user-friendly windows to make changing system
configurations easier. This section describes these windows, and lists the fidds of each
with a brief description.

BID containsa Miscellaneous Data Entry screen. This screen can contain anything that
FDOT would like you to record. Information entered on the Miscellaneous Data Entry
screen, however, never gets passed back to its bid letting system. Some DOTs usethis
screen to display contractua information and use it as a checklist to ensure that al
elements of the bid process have been completed.

5.1.1 Primary Windows Fields
BID provides separate windows for the various types of information.

Entities accessed are:
» Proposd
« Section
« Item
Label Entity Field Notes
File The proposal file name is displayed in the title bar.
Bidder | Proposal | Bidder-ID
Proposal | Bidder-Name
Joint Bid Proposal | Joint-Bid Displayed with a Yes or No indicator.
Contract ID Proposal | ContractID
Letting Date Proposal | Letting-Date
Call Order Proposal | Call-Order
Description Proposal | Description
Section Section Number Entries for each section are interspersed with line items.
Alt Group Section Alternate-Code
(Section Generated as the sum of the Extensions of all items in
Total) this section.
(Section Section Description Only the first line of the multiline description is displayed.
Description)
Line Item Line-Number
Item Item [tem-Number
Quantity Item Quantity If the item is a lump sum, the quantity will be displayed as 1.000.
Unit Item Unit-Price May be empty (no price displayed).
Extension Generated as the rounded product of the Quantity and
Unit Price, or as zero if the Unit-Price is empty.
(Item ltem Short-Description
Description)
Bid Total Generated as the sum of all item Extensions.

BID Program Screen Field Descriptions
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5.1.2 Screen Functionality

Y ou can work in BID in multiple windows. The main windows can be navigated by
clicking the name of the window (or DBE or Item depending on the mode) on the left
sde of the main BID window. The main BID window is split into two parts. The left Sde
of the window lists choices for the user. The right Sde of the window displays the
asociated details. Although thislist can be shorter based on a stat€' s settings, these are
the primary BID windows:

Main BID initialy displays ready for work on the first proposal/bid you desire;
therefore, the initial screen is blank.

Basic The Basic window displays the basic information about the proposal/bid
(e.g., letting date, joint bid indicator).

Schedule of

Items
The Schedule of Items window displays either one item at atime or alist of
items depending on the user’s preference. All associated information is
aso listed (e.g., section totals, proposa total).

DBE, MBE, or

WBE List

The DBE (or MBE or WBE) List displays the fields for DBE information.
If an existing DBE is selected, the associated information displays,
otherwise, the fields are blank to allow entry. Fields displayed include DBE
commitment, DBE god, etc.

Miscellaneous

Data
The Miscdlaneous Data window is designed by individual DOTSs that choose
to use the flexibility provided by this free form window.
Whenever the highlighted item is editable (that is, not a section header or a
fixed-price item) the bidder can enter a new unit price or edit the existing
unit price. Unit prices can be blanked out; blanks are treated like zero for
cdculations, but print and digplay differently from zero. Items with blank
unit prices are not considered for bidding when Expedite checks for errors.
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5.1.3 Setting Options for the BID Program

Sdecting Options on the Tools menu displays a seventtabbed window that allows you to
st options that modify the BID’ s operation. The window displays with the default entries
initidly set by the ingal program. Y ou can ater the user preferences to customize BID to
meset your needs. Y our changes are saved and gpplied until modified by you again.

Bidder Information Tab
This tab contains persond information about your company. Y ou can modify your name,

address, phone number, and other information on the BIDDER INFORMATION tab.

BID Dptions ]|

Bidder Infarmation I.-'-‘-.genn:ya’lDl Liniits I Export Fnrmatl Impart Fu:urmat! Mizc. | Prowy I

[yl N B L GER COMNTRACTING CO

Addresz line 1: IEEIEIE STATERD EOE

Address Line 2: IF'EI B 1305

City: IMLILBEHFW State: !FL
Fhone: I Zip: ]2zaannnnn
Fax: l Pager: I

Email: l

aF I Cancel Sy Help

The Bidder Information Tab
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Agency/ID Tab

The AGENCY/ID tab is restricted to the Agency and Bidder 1D information due to the
importance of these fidds. The Agency field is used to identify the agency involved in
the bidding. The Bidder ID fidd isthe key displayed to identify the bidder by code.

Specid, enhanced functiondity is available on thistab. If the PC isavailable for use by
multiple bidders, enter the word ASK in the first blank Agency ID row. Every timea
proposal/bid is opened, the user will be prompted to choose the bidder ID to be associated
with the current proposa/bid. The user will dso have the option to click the more detail
button to make changes to genera company information. Thisoption isfor FDOT use

only and not available in the online help.

This function is available 0 FDOT can sat up public use of PCs with Expedite ingtaled
for contractors to use to complete their bids. The PCs can be set up in apublic library,
contractor’ s associations or the DOT office as desired by FDOT. Thisis beneficid for
contractors who can’t afford a computer or need to make last-minute changes on letting
day and don’t have access to their computer.

BID Options ]|
Bidder Information  AgencpdD ILlnits I Export F-:urmatl [mport Fu:-rmat! bizc. | Prosy I
{
Bidder ID'z MWendar ID'z] far each agency. IF your Bidder 1D far an agency iz incarrect, yau
may change it here, Bidder D'z [Wendor ID'2] may be obtained from the bidding agency.
Agency | Bidder ID 4]
FOOT WFEa1 648567001
Inzert Row I Delete Row I Fow Up I R Digun I

k. I Cancel | Apply | Help I

TheAgency /1D Tab
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Units Tab

The uNITStab ligs dl of the unit types and the converson amounts. The Unit column
ligts the English abbreviation units, the Alt Unit ligts the metric unit abbreviations. The
Conversion column cal culates the conversion of the two, and the Description column
uses free form text to darify the conversons.

BID Options ]|
Bidder |nformation l Agency/D Units I Export Format l Import Format ! bizc. | Prosy I
IInit converzion factars ko convert between Englizh and Metric itemz. Double-click o edit a
field. Unitz are zearched from top to batkam.
[t At Lt | Corversion | Dezcription |-
IM mm 204 iich - millirmeker
i cm 52.54 inch - centimeter
Bl Lr m 0204 limear foot - meter
Bl GLF GLm 0.304 arogs linear foot - grozs linear me
Wl LF m 0204 limear foot - meter
Bl Fr m 0.304 foot - rmeter
%D m 0304 =3 ward - meter
M km 1.609344 mile - kilorneter P
Inzert Row I Delete Row | Fow Up I R Digun |

k. I Cancel | Apply | Help I

The Units Tab
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Export Format Tab

The EXPORT FORMAT tab displays the file an export action will creste. Thisincludes the
selected file format, data eements, and the ability to revert to system defaults, if needed.
The Fidd Name defines the field label, and the Fidd Size defines the length of the fidld.
The Default File Format determines what type of file the export will create (e.g., .csv,
wk1). The Export Label box isthe indicator of whether to include the field name on the
file. The RESTORE DEFAUL TS button sets the window back to the initid system settings.

BID Options ]|

Bidderlnfurmatiunl .-'-‘-.genn:y.n’lDl Urits  Ex=port Format I [ rpart Fu:urmat! fdigc. | Priosy I

{
Define data fieldz and file format to uze when exporting data. Make sure o include 'Line
Mumnber' and ‘Unit Price’.

| Field Mame | FieldSize |4 DefaultFile Farmat

Lineh umber -5 |cav =
AlCode B

| ItemMumber 15 IV Espart Labels

D Cluantiby 16

| unit E

=2 UnitPrice 18 Get Import Format I
ShortDesc 40

: ;i Restore Defaults I

Inzert Bow Delete Row | Fow Up | B Dovn |

k. I Cancel | Apply | Help I

The Export Format Tab
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Import Format Tab

The IMPORT FORMAT tab displays the type of file alowed to be imported. Thisincludes
the sdlected file format, data e ements, and the ability to revert to system defaults, if
needed. The Field Name defines the field label, and the fidld Size defines the length of the
field. The Default File Format determines whet type of fileis being imported (eg., .csv,
Wk1). The RESTORE DEFAUL TS button sets the window back to the initid system
Settings.

BID Dptions =]

Bidderlnfurmatiunl .-'-‘-.gencys’lDl |tz I Export Format  Impart Farmat i fdigc. | Promy l

The =t of imported fields must match the impart file. 'Line Mumber' and 'Unit Price’ are the
rinimal requirementz for importing price information.

| e | e a|  Default File Format;

_ Lineflumber -5 LSy =]
AltCode B

| ItemMNumber 15

iR Huantity 16

| Unit B

B UnitFrice 18 Get Export Format I
ShortDesc 40

: .:] Restore Defaults I

Inzert Fow Delete Bow | Faw Lp | o Do |

] 4 I Cancel | Apply | Help I

The Import Format Tab
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Export and Import Informational Tables
The following tables are rlevant to import and export functions.
These are the vdid file formats that may be transferred between BID and externa

gpreadsheet programs:

Csv Import or Export using the Comma-separated-vaue format.

CS2 Import or Export using aModified CSV (quotes and commas are stripped
from strings) format.

TAB Import or Export using the TAB-delimited format.

DIF Import or Export using the DIF (Data Interchange Format) format.

COoL Import or Export using the Column-aligned format..5-10 Customizing Expedite

WK1 Import or Export using the Lotus Spreadsheet format.

DAT Dump entire proposal contentsin CSV (EXPORT ONLY!)

Import and Export Field Data Elements
The IMPORTHELDS and EXPORTHFIELDS listed below define which data elements
gppear in the columns of the datafile. These are the options that are available for you to

import and/or export.

LineNumber
AltCode
ltemNumber
Quantity

Unit

UnitPrice
LumpSumFlag
ShortDesc
LongDesc
Skip
SectionNumber
SectionAlt
SectionDesc
LettingDate
LettingID
CallOrder
ContractID
Index

Item Line Number.

Item Option or Alternate Code (if any).

Item Item Number.

Item Quantity.

Item Unit.

Item Unit Price.

TRUE or FALSE depending if item is a Lump Sum Item.
Item Short Description.

Item Long Description.

A Blank Fidd.

The current section number.

The current section Option or Alternate Code.
The current section Description.

The proposals bid letting date.

The letting ID for this proposdl.

The cdll order for this proposal.

The Contract ID for this proposal.

A genera purpose row counter.
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Import and Export Field Size Values

Thefollowingisalist of default fild Szes. For a spreadshest formét like .csv, these
entries determine the size of the columns. For the .col format, these vaues determine the
exact Sze of the data fields. To use these entries, Smply list the szes of thefidlds on the
appropriate tab (IMPORT or EXPORT). If Szes are not changed, the defaults listed below
are used.

Value Field Default Value
LINENUMBER 6
UNITPRICE 16
ALTCODE 6
LUMPSUMFLAG 6
ITEMNUMBER 15
SHORTDESC 40
QUANTITY 16
LONGDESC 80
UNIT 6

Default Import/Export File Field Sizes

Note: At a minimum, the Import field description must include
LINENUMBER and UNITPRICE. This is because BID uses the
LINENUMBER value to determine which item to change and uses the
UNITPRICE value as the new unit price for the item. Note that you
cannot load prices for fixed-price items..5-12 Customizing Expedite
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Misc. Tab

TheMISC. tab provides the user with optional, miscellaneous settings not avallable in the
prior version of BID. Thesefidds are available on the MISC. tab:

Save Before Printing
Check Before Printing
Delete Warnings

Show Splash Screen at
Startup

Saves the bid prior to printing
Checks the bid prior to printing

Does not display warning error messagesin BID
Displays the BID graphical window at log on

Save Window Position on Displays BID in the same position on the PC as the prior

Exit Session

Ask to save to floppy
when saving

afloppy disk.

BID Options

Bidderlnfurmatiunl .-'-‘-.gencys’lDl |tz I Expart Fnrmatl Impart Format Misc. IF'ru:u:-:_l,l l

— Print Optionz

V¥ S ave Before Printing

¥ Check Before Frinting

—Save Optionz

V¥ Ask to save to floppy when saving

— Mizcellaneous

V| Delete Warnings

¥ 5ave Window Position on Exit

¥ Show Splash Screen at Startup

— Background Colars

[ Enable Custom Colars

Top Color: I:I _I
Bottom Color: I:I _l

o |

Cancel | Apply I Help

Implements an additional prompt to remind bidders that, after
entering new bid informetion, they need to save the bid fileto

]|

The Misc. Tab
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Proxy Tab
The PROXY tab is only reguired when the BID program is run in anetwork environment

where a proxy server is used. Contractors who wish to submit bids via the Internet and
are operating in aproxy server environment mugt fill in the PROXY tab in order for the bid
submission to work properly. If you do not have this information, contact your
company’s or organization's network systems administrator. If you do not use a proxy
sarver, leave dl fidds blank.

Tofill in the PROXY tab do the following:

1. Make sure the Use Proxy fidld is checked.
2. Fill in your Proxy Server Address.

3. Fill in your Port number.

BID Options ]|

Bidderlnfnrmatiunl .-'f-.gen-:y.n’lDl IInits l Export F-:urmatl [mport Fl:urmat! Mizz, ~ Prosy I

—HTTF Proxy Settings

&' Direct Connection to the Internet

" Use Windows Prosy Settings

" hanual Prowy Configuration

Prowsy Server Addrezs Puort

k. I Cancel Apply Help

Figure 5-8. The Proxy Tab
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5.1.4 Sharing Option Settings

Ordinarily, BID saves the option settings you make to a defaullt file called the Windows
registry. However, if you want to be able to Share or transport your settings between PCs
or on anetwork, you can sore them in aspecific file that BID will use ingtead of the
regidry. Thisfile must be named bid.ini and must reside in the same directory where you
haveingdled BID.

Follow these stepsto create the bid.ini file:

1. Finish setting dl options in the Bid Options tab window.

2. Select Export Configuration from the T ools menu. Trnseport displays the Export
Bid Configuration File window with the correct directory dready entered in the

Save In textbox and bid.ini entered in the File Name textbox..5-14 Customizing Expedite

3. Click ok to save the new hid.ini file

To use the option settings from another BID ingtdlation, import the bid.ini file from that
ingalation to the directory where your BID program isingdalled.

Note: The user whose option settings you want to share must first have
created the bid.ini file using the Export Configuration feature for their own BID
installation.

Follow these stepsto import thefile:
1. Open your ingalation of BID and select Import Configuration from the Tools
menu. Expedite displays the Import Bid Configuration File window with the correct
directory entered in the Save In textbox.

2. In the File Name textbox, browse through the Network Neighborhood to the
directory where the bid.ini file resides and sdlect it. Click oK.

3. Expedite copies the bid.ini into the gppropriate directory for your instalation.
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5.1.5 Other Settings

Windows Printer Settings

Asin other Windows gpplications, the printer settings can be modified viathe Printer
Setup option on the File menu. The settings available to be modified are:

Name Select the printer you want to use. Choose the Default Printer; or
choose the Specific Printer option and select one of the current
installed printers shown in the box. You install printers and configure
ports using the Windows Control Pandl.

Properties Displays a Properties dialog box, so you can select paper standards to
be used.

Paper Size Select the size of paper on which the proposal isto be printed.

Paper Source Select the paper tray for printers that offer multiple trays for different
paper sources.

Orientation Choose Portrait or Landscape.

Additiond factors are modified viathe Print option on the File menu as defined below:

Name Thisis the active printer and printer connection. Choose the Setup
option to change the printer and printer connection.

Properties Same as above.

Print to file Displays a diaog box, so you can select where you want the file
saved.

Print Range Specify the pages you want to print (all, specific pages, or highlighted
selection).

Copies Specify the number of copies you want to print for the above page
range.

Collate Copies Prints copies in page number order, instead of separated multiple

copies of each page.

Once the appropriate sl ections have been made, click OK to print or CANCEL to return to
BID.
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Appendix A. Digital Signature Overview

Digita sgnature technology is centra to the Windows verson of Expedite. This
gppendix explains the basics of digitd sgnature evolution and technology.

A.1 Purpose of a Signhature

Traditiondly, aSgnature on a document serves many purposes. Firg, it identifiesthe
ggner. Second, it indicates the Signer’ s acceptance of the document. Third, it impliesan
understanding of the consequences of signing the document. For example, aname written
on acontract in an arealabeled “write your name as you would like it to look on a
plague’ is not a sgnature because it does not indicate acceptance. A name written in
frogting on a cake would not be asgnature because it is unlikely that that the signer
understood that to be a meaningful Sgnature.

Courts have generdly held that a signature does not have to be handwritten, provided the
above requirements are met. llliterate people have long been able to smply make any
mark rather than write their names as a Sgnature. A rubber samp is often acceptable as a
sgnature, as are telegraphed names, typed names, and even names on e-mail messages.
The courts have stopped short of accepting spoken words as signatures, however.

Based on court findings, a digita signature should be smple to provide: smply type your
namein afile (or even click on agraphica button). These kinds of “Sgnatures’ may be
acceptable in court, but they don't protect you very well. They are easy to forge and thus
easy to repudiate.

If they are ever disputed, it is unlikely that a court will be able to determine the basic
facts needed to assess the existence of avaid signature. For that reason, cryptographic
technology is used to create digita Sgnatures, which preserves the intent of a signature,
while being very difficult to forge or repudiate.

A.2 Cryptography

At firgt glance, cryptography does not seem to have anything to do with sgnatures.
Encryption isfor keeping secrets, not for verifying identities. However, it turns out that
encryption does provide some excellent methods for digita sgnatures. Some background
isrequired to undergtand it, however. It has aways been important to protect the contents
of confidentia messages, in case the message is intercepted. Encryption provides away
of scrambling a message so that only the proper party can understand it, whether or not
the scrambled message has been disclosed. Encryption is thousands of years old; even
Julius Caesar used a smple subdtitution cipher to protect his communications. Encryption
is particularly important in eectronic communications because of the ease of covertly
intercepting confidential messages.
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A.2.1 Single Key Encryption

The most common forms of encryption use asingle key, which is used to both encrypt
and later decrypt the message. The origina message is called the plaintext; the encrypted
form is known as the ciphertext. The encryption agorithm has a complementary
decryption agorithm. The recipient uses the same key to reverse the operation.

Creetion of encryption dgorithmsis as much art as science. The dgorithm must destroy
any petternsin the plaintext that would assst in analyss of the ciphertext. For example,
any smple subgtitution cipher, where each character is replaced with a different
character, is easy to bresk for English language text; just count the frequency of each
character in the ciphertext. The most common is probably the subgtitute for “€’; if not,
it' slikely the substitute for “t” or “a’. A good encryption agorithm is not susceptible to
thiskind of attack. There are a variety of good single key encryption agorithmsin use
today. One of the most common is DES, the U.S. data encryption standard. Others
include IDEA, RC4, and RC5.

When an dgorithm isin genera use, its weaknesses have been probed by the encryption
community, and you can count on it being quite secure. For these strong dgorithms, the
only practical attack isa*“brute force” approach, where every possible key istried until
oneworks. An encryption agorithm’s susceptibility to a brute force attack depends
amogt entirely on the number of possble keysthat must be tested. DES is defined only
for 56 bit keys, which is on the verge of being too easy to break by brute force. A variant
of DES cdled triple-DES has 112 bit keys, IDEA uses 128 bit keys, and many other
agorithms can use varidble key lengths.

Weakness of 56 Bit, Single-Key Encryption

The growth of the Internet has led to a unique public testing ground for encryption
agorithms. Companies rel ease encrypted messages and enthusiasts band together to
decipher them. One well-organized group, called distributed.net, recently cracked a 56-bit
DES encrypted message. It took them just over 40 days using tens of thousands of
computers (the computationa equivaent of 22,393 Intel Pentium |l PCs a 333 MHz
each). The group had to test about 63,686,000,000,000,000 keys out of a possible
72,057,594,037,927,936 to find the correct one.

That's not exactly easy, and DES cannot really be called weak. However, we can expect
computing advances to make this severd times easier to do each year. Smply moving to
64 bit keys would require 256 times as much computing power to crack (or about 30
years with the computing power of distributed.net). Moving to 128 bit keys extends the
power enormoudy. Cracking that, given the same conditions as used by distributed.net in
the example above would require 500,000,000,000,000,000,000 years or about 100
billiontimes the current age of the universe. It seemsthat 128 bit keys are secure for a
while to come.
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Managing Single-Key Encryption

The biggest problem using single key encryption to keep information secret is managing
the key. The two parties wishing to communicate must share akey. If that key is
intercepted or stolen, al messages can now be read by a third party. Another problem is
that single key encryption is not very useful for authentication. If parties Alpha and Beta
share asingle key, and Alpha recelves a message encrypted with that key, Alphacould
reasonably assume that Beta had created the message. However, if Beta wanted to
repudiate the message, he could credibly clam that Alphahad actudly creeted the
message and was trying to impersonate Beta.

A second problem with single keysisrelated to the first: they do not serve the needs of a
group well. If al the members of a group trust one another, they can share asingle key,
and they can dl read each other’ s messages. However, asingle untrustworthy, or
incompetent, group member can disclose the key and compromise al communication
within the group.

A.2.2 Public Key Encryption

In the late 1970s, Diffie and Helman proposed a method to dlow two parties to
communicate without sharing asingle key. The Diffie-Helman agorithm was complex,
and was never widely used. However, shortly after that point, Rivest, shamir, and
Addman devel oped the RSA agorithm that served the same purpose. Since then, a
mathematically smilar dgorithm was developed by El Gamd. All these dgorithms share
an important feature: they use apair of keys, indead of a single key, and the holder of
ether key in the pair can securely communicate with the holder of the other key. The
remaining discussion will focus on RSA, dthough the other dgorithms behavein a
gmilar manner.

Thefirg sep to usng RSA isthe creation of akey pair. This requires generating two very
large prime numbers. Each key in the pair is based, in different ways, on these two prime
numbers. Thereis no mathematica difference between the two keysin apair, but one of
them must be selected to be the public key and the other one to be the secret key.

The vitd fact about RSA (and dl public key cryptosystems) is that any message
encrypted by one key in the pair can only be decrypted using the other key in the pair.
That means that Alpha can keep his secret key to himsdlf and tell the world his public
key. Anyone can use Alpha’ s public key to send him a secret message that only Alpha's
secret key can decode.

Public key encryption eiminates the problem of transferring keys secretly between two
parties, and protects against the bad faith or incompetence of other parties. No one can
disclose Alpha s secret key except Alpha, because no one else ever needsto seeit.
Thereisawonderful side effect of public key encryption: it can be used “backwards’ for
authentication. That is, Alpha could encrypt a message with his secret key and anyone
else canread it using his public key. Thisis not useful for keeping secrets, since anybody
can read the message, but it is perfect for authenticating the sender. Only Alpha has his
secret key, so only Alpha could have written the message.
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A.2.3 Digital Signature Practicalities

RSA and amilar dgorithms are rdatively dow, and encrypting and decrypting large
messages is expensve. All red digital sgnature dgorithms actudly extract amessage
digest (or hash) of the origina plaintext and encrypt that ingtead. A hash functionisa
one-way transformation of the origind text, usudly to asmdler 9ze. Any changein the
origind text will change the resulting hash vaue. For example, a checksum is atype of
hash function; no matter how large the origina text, the checksum is dways the same
gze. It iscommon to send a checksum along with a message to make sure that there was
no datalogt in transmission, Snce any change in the text would change the vaue of the
checksum. A cryptographic hash can serve asimilar function.

A typicd digita sgnature protocol will send the origind text, ong with its hash value
encrypted using the secret key. Any recipient decrypts the hash, then creates another hash
of the recaived text using the same agorithm. If the two hashes match, the messageis
authenticated. First, Alpha signs a message. The combination of the origind plaintext

and the encrypted hash form a sgned message. Any recipient can verify the sgnature
using the public key. If the two hashes match, the sgnature is consdered to be good
because only Alpha, the holder of the secret key, could have created the signed message.

This derives from three points.

1. Only the holder of the secret key could have created the encrypted hash. That is
verifiable because the encrypted hash could be decrypted with the public key.

2. Only Alphaknows the secret key because Alpha keepsiit secret, and it cannot be
derived from other information.

3. Only the particular plaintext message could have created the particular hash vaue.
Point 1 is true based on everything known today about RSA. Point 2 is true for practical
purposes only; it turns out that the secret key can theoreticaly be derived from the public
key. However, the computation required makes cracking a 128 bit sngle key seem easy.
Point 3 isfdse different plaintext messages could have crested that same hash vaue, but
the odds of two different random messages having the same hash vadue are very small,
only 1 in 22128 (about 1 in 340,000,000,000,000,000,000,000,000,000,000,000,000).
Thus, point three is aso true for practica purposes.

Note: Point 3 is true only if different messages are tried at random. If the
hash function is as simple as a checksum, a malevolent person could copy
the original plaintext and encrypted hash, and substitute a different plaintext
with the same hash. Thus, the hash function used for a digital signature must
be cryptographically secure, which means it must be computationally
infeasible to generate additional documents with a given hash value.
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A.2.4 Public Key Encryption Practicalities

The same computational complexity that leads to the use of a hash for adigital sgnature
a0 causes problems when using public keys for secrecy. It isnot practical to encrypt a
long message with this dgorithm. The solution to this problem isingenious: the creator

of the message also generates a traditional single key, called a session key becauseit is
used for just one message. This sesson key is used to encrypt the message, using
traditiond single key encryption. The session key itsdlf is then encrypted using public
key encryption, and passed dong with the message, as shown below. In thisway,
anybody can send amessage that can only be read by the intended recipient.

Only the intended recipient can read the message because it requires use of the recipient’s
secret key.

A.2.5 Public Key Weaknesses
There are many ways to attack both encryption and signatures based on public key
encryption. Each agorithm must be secure, or the entire structure can be cracked.

1. The RSA encrypt and decrypt agorithm must be unbreakable. There must be no
way to recover plaintext given the ciphertext and the encryption key only. RSA
does gppear to meet this requirement. A message encrypted in the late 1970s with
a 129 digit key (about 430 bits) was broken only 20 yearslater. It is generdly
considered that a 512 bit RSA key is secure for commercid use. However, keys
as large as 2048 hits are practical today and are considered extremely secure.

2. The dgorithm for creating an RSA key pair must not be predictable. It does no
good to have an unbregkable agorithm if the software origindly used to cregte the
key pair can be used to recreate the same key pair independently. This requires
strong random number generators and the use of someinput that varies every time
the software is executed.

3. The single key encryption agorithm must be unbreakable. There must be no way to
recover plaintext without the key. DES is consdered unbreakable except through
brute force. Triple-DES, IDEA and RC5 are also considered unbreskable and

dlow much larger key sizes, and are much more difficult to attack using brute force.

4. The sesson key generator must not be predictable. Again, this requires good
random number generators. An early version of Netscape Navigator was cracked
not because the 40 bit session keys were too short, but because many of the bitsin
the keys were predictable.

5. The hash function must be one-way. If someone can figure out how to create
messages that match exiting hash functions, they can creete fasdy sgned
documents.

6. The source plaintext documents and unencrypted session keys must be kept truly
secret. It does no good to send a message in a secure manner if an attacker can
amply access the source computer to read the originad documents.
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7. Y our secret keys must be kept truly secret. Again, it isnot necessary for someone
to crack the key using sophisticated techniques if he or she can just take it off the
source computer. For that reason, the secret keys are stored in encrypted form; the
single key required to decrypt it is based on a password you must remember.

Since the required single key is created from information you can memorize, it need
never be stored permanently, so it cannot be compromised.
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Appendix B. Expedite Tree Mode and Grid Mode

Figure B-1 shows the Expedite tree mode. The left section holds the tree information,
while the right section displays the detail information based on the section level of

expansion. You dick on + to expand the tree or — to collgpse the tree.

B.1 Bid Tree Mode

A Expedite Bid - 08Feb001.EBS [0 Amendments) for FDOT Proposal E3A97 on 08Feb Letting Calli# 001

File Edt Tools

Wiew Help

I[=] E3

KN I

For Help, presz F1

BEE S EE| 4

7102561 TRAF S
711 3 PAVEMENT
711 4 DIRECTION
711 5 2 GUIDE L
71131 TRAFFIC S
711 32 TRAFFIC 5
711 33 TRAFFIC 5
711 34 TRAFFIC S
711 3561 TRAFS
7113581 TRAFS
711 35121 TRAF &
711 35181 TRAF &

lDD1 Total Sections: 1

Bid Total: [$32 850,00

71135241 TRAF T
711 3661 TRAFS
7113681 TRAFS
711 36181 TRAF S
711 36241 TRAF £

JfEE 7711 97 R Tﬂe}j_v_l
k

Figure B-1. Expedite Tree Mode
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B.2 Bid Grid Mode

Figure B-2 shows the Expedite grid mode. The grid mode is smilar to the DOS Expedite
view. In the grid mode the proposal item schedule, DBE and Misc. Proposa information

are displayed in agrid on the right section. Y ou must scroll up and down to see the entire
itemslig, dl DBE information or dl Misc. Proposal informetion.

A Expedite Bid - 08Feb001.EBS [0 Amendments) for FDOT Proposal E3A97 on 08Feb Letting Calli# 001

File Edt Toolz ¥iew Help

I[=] E3

SEH S| EE 4]

=& 08Feb 001
LR Schedule OF Items

0005

Line

Item Quantity Unit

PAYEMENT STRIFIN
2710 25 61
TRAF STRIFE SOLID [wH/BLACK/BLUE 150kM)

LARGE MACHINE
33.000 M1 |

Unit Price |

)

Extension
$32.850.00

0010

2711 3
FAYEMENT MESSAGE

203.000 E&
[THERMOPLASTIC)

0015

2711 4 553.000 E&

DIRECTIOMAL ARROW [THERMOPLASTIC)

0oz0

2711 5 2 137.500 1
GUIDE LIMES [THERMOPLASTIC) [YELLOW]

0025

2711 31 81.251 GK |
TRAFFIC STRIPE SKIF [THERMOPLASTIC] [wH)

0030

2711 22 75.438 GK
TRAFFIC STRIPE SKIF [THERMOPLASTIC] L]

0035

2711 23 1.106.800 M1 |

-

For Help, presz F1

Propozal T otal:i

$32,850.00
E T

[CAP [NLIM

o

Figure B-2. Expedite Grid Mode
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