Setting up Workstation Security for .NET on Local Networks

Microsoft .NET Framework must be loaded on the local workstation before the latest release of FDOT2002
(August 2004) will operate properly. The application “SheetNavigator” in the FDOT 2002 CADD Software
Maintenance Release 3 is a .NET Application. The .NET framework can be downloaded from Microsoft with
the Windows Update utility in Internet Explorer (Tools > Windows Update), or by visiting either of the
following websites:

http://v4.windowsupdate.microsoft.com/en/default.asp

or, may be accessed directly at:

http://msdn.microsoft.com/netframework/technologyinfo/howtoget/default.aspx

.NET needs to be set up on local workstations to trust local servers on your local LAN in order to run .NET
programs residing on those servers properly. Here is how to set that up once the .NET framework has been
installed:

Starting the .NET Wizards from Windows 2000 on the workstation:

1) Start > Settings > Control Panel > Administrative Tools > Microsoft .Net Framework 1.1 Wizards

Rie NET Wizards X

The wizards belaw can help wou make simple changes
ko applications, Click on the icon ko launch the wizard,
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2) Select the Wizard to adjust the .NET Security Settings on the local Workstation:



3) Choose to make changes to the Computer, then choose Next>

Security Adjustment Wizard

What Would You Like to Modify? %
Thiz wizard will modify security policy differently depending on the choice
belaw.

Choose the the type of changes wou would like ko make:

¥ Make changes to khis computer

This will make adjustments to the computer that will affect all users, Use
this selection if wou are a home user ar this maching's administrator,

More information aboukt changes bo khis computer

™ Make changes for the current user only

This will make adjustments that will only affect the current user, Use this
selection if wou are a non-adminiskrator user on a corparate nekwork,

Mare information abouk changes ko the current user
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Security Adjustment Wizard

Adjust the Secunty Level for Each Zone

The warious zecurty level: determing what code will be able ta da on waur
computer.
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My Computer  {Eele= Wiglog= gl=18 Inkernet Trusted Sites  Untrusted
Sites

This zone contains all applications on wour organization's intranet,

—Choose the level of trust For assemblies From this zone
Full Trust

Security checks are not performed and programs can
access and use all resources on your machine,  Awvoid this

L\\S sekting unless you are certain that no potentially harmful
ar efror-prone programs can execuke from the selected
zone,

Mo Trusk Default Level |
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4) The Security for the Local
Intranet to “Full Trust” as
shown then select Next >



x| 5) The following setting should

i i now be in effect for NET
Completing the Wizard it kstati
Click Finizh to make the changes listed below. Security on your workstation.

6) Select Finish to Exit the

Wizard
Summary af changes:
Zone Security Level |
My Cormpuker Full Trust
Local Intranet Full Trusk
Internet Leww Trusk
Trusted Sites Lowy Trust
Unkrusted Sites Mo Teusk

The security policy will be changed ko reflect these settings,
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