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Why the change? 
�Effort to produce electronic delivery

�Training and learning curve

�Software maintenance

�PKI prevalence - ubiquitous

�Ease of use



Why the change? 



Why the change? 



Change is certain!
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Acquisition and Management of a Digital Certificate

Consultants:  https://www.identrust.com/



Acquisition and Management of a Digital Certificate

Consultants:  https://www.identrust.com/government/



Acquisition and Management of a Digital Certificate

Consultants:  https://www.identrust.com/fdot/index.html



Acquisition and Management of a Digital Certificate

http://infonet/



Acquisition and Management of a Digital Certificate

FDOT Employees:

http://infonet.dot.state.fl.us/officeofinformationsystems/Applications.htm

http://www.dot.state.fl.us/construction/forms/ElectronicSubmit/DigitalCertificatesGuide.pdf



Acquisition and Management of a Digital Certificate
http://www.identrust.com/certificates/cert_management_center.html



The Digital certificate



Security Services
Data integrity services address the unauthorized or accidental modification of data. This 
includes data insertion, deletion, and modification. To ensure data integrity, a system must be 
able to detect unauthorized data modification. The goal is for the receiver of the data to verify 
that the data has not been altered.

Confidentiality services restrict access to the content of sensitive data to only those individuals 
who are authorized to view the data. Confidentiality measures prevent the unauthorized 
disclosure of information to unauthorized individuals or processes. 

Identification and authentication services establish the validity of a transmission, message, 
and its originator. The goal is for the receiver of the data to determine its origin.

Non-repudiation services prevent an individual from denying that previous actions had been 
performed. The goal is to ensure that the recipient of the data is assured of the sender’s 
identity.



Access Certificates for Electronic Services (ACES)

�ACES program - created and sponsored by the GSA

�Facilitate secure on-line access to information and services through PKI and digital signature technology

�Business-2-Government , Consumer-2-Government Transactions.

�“Real Time” validation

�Digital Signatures on electronically produced documents and forms which are non-reputable.



Anonymity – Who are you? 



The Digital certificate

�Certificate security

�Keep password safe.

�Never share!

�Keep back-up in a secure location

�Always set security on “High”

�Always scrub an unused workstation.

�Compromised certificate.
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Electronic vs. Digital



Electronic  verses  Digital

Are they the same?



Digital signature appearance

Start Adobe



Digital signature



Digital signature

Digital Delivery
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Appearance

Standard Text Signature – This is the generic “out-of-the-box” appearance that is applied by Adobe

Standard software.



Appearance

Plan Text Signature – This is the signature appearance that is applied to FDOT plan sets.



Appearance

Wet Ink Signature – This signature appearance contains a scanned image of a wet-ink signature. This

one may be used to sign correspondence such as memos, email, etc.



Appearance

Wet Ink Signature with Seal – This signature appearance contains a scanned image of an embossed seal

over a wet-ink signature. This one may be used to sign correspondence such as memos, email, etc.



Electronic vs. Digital



Electronic vs. Digital



Electronic vs. Digital
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What is in a Digital Delivery?
�Survey Data

�Project Design Data

�Native CADD files

�3D Models for Automated Machine Guidance

�Multi-sheet PDF Document(s) representing the Plans Set

�Plan Sets now contain a Signature Sheet



What is NOT in a Digital Delivery?
�Empty Folders / Directories (PEDDS >> Create Project)

�Data Mining & Indexing files (Sheet Navigator)

�Project Index (Project Indexer)

�Plotted Post Script files (Project Indexer)

�Signature Files (PEDDS >> Sign & Seal)

�Sub-Set Projects (Project Delta / Set Maker)

�Strung Projects (Strung Project)



The Digital Delivery

21046345201-CADD.zip



The Digital Delivery
98765415201

◦ 98765415201-CADD.zip

◦ 98765415201-PLANS.pdf

◦ 98765415201-SPECS.pdf

◦ 98765415201-SPECS-TSP##.pdf



The Digital Delivery
98765415201

◦ 98765415201-CADD-REV01.zip (contemporary)

◦ 98765415201-PLANS-REV01.pdf (changes only)!

◦ 98765415201-SPECS.pdf

◦ 98765415201-SPECS-TSP##.pdf



The Digital Delivery
98765415201

◦ 98765415201-CADD.zip

◦ 98765415201-PLANS-ROADWAY.pdf

◦ 98765415201-PLANS-STRUCT.pdf

◦ 98765415201-PLANS-LANDSCAPE.pdf

◦ 98765415201-SPECS.pdf

◦ 98765415201-SPECS-TSP##.pdf

LandXML

Folder



Importance of file names
12345678901-CADD.zip

12345678901-CADD-ConsultA.zip 

12345678901-CADD-ConsultB.zip 

12345678901-PLANS.pdf

12345678901-PLANS-ROADWAY.pdf

12345678901-PLANS-SIGNING.pdf

12345678901-PLANS-STRUCTURES-BRIDGE55999-NORTHBOUND.pdf

12345678901-SPECS.pdf

12345678901-SPECS-TSP337.pdf
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Do they do more than sign?

�Secure transactions – Project plans Delivery

�Secure email

�Secure other data

� Excel Workbooks

� Word documents

� XML data

� Native CAD files



Do they do more than sign?
Excel Workbook – ensure data integrity



Do they do more than sign?

Excel Workbook –

Ensures the 

signatory identity 

and that no 

changes have been 

made.

Projects

Folder



Do they do more than sign?
Native Autodesk – Civil 3D 

Design file secured with 

Digital Signature
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Produce 3D Models: Existing & Designed

LandXMLViewer

LandXMLSigner

LandXML

Folder



Digital delivery
QUINTON TILLMAN P.E.

FLORIDA DEPARTMENT OF TRANSPORTATION

ENGINEERING /CADD SYSTEMS OFFICE

EMAIL: QUINTON.TILLMAN@DOT.STATE.FL.US

WEB: HTTP://WWW.DOT.STATE.FL.US/ECSO

PHONE: 850 414 4894


