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Why the change?

» Effort to produce electronic delivery

»Training and learning curve
»Software maintenance

» PKI prevalence - ubiquitous

» Ease of use




Why the change?

Design Electronic Delivery




Why the change?

Design Digital Delivery
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Change is certain!

\]_/f
Florida Department of Transportation
K SCOTT ; ANANTH PRASAD

FFICE OF DESIGN MEMORANDUM 14-01

DATE: April 21, 2014

TO: District Directors of Transportation Operations, District Directors of Transportation Development,
District Design Engineers, District Program Management Engineers and District Construction

Engineers
FROM: Duane Brautigam, ; ﬂ r;-Office of 5|gn

COPIES: Brian Blanchard, Tom Byron, Bob Crim, Bruce Dana, John Krause, Kurt Lieblong, Michael
Shepard, Robert Robertson, David Sadler, Trey Tillander, Rudy Powell, Greg Schiess, Juanita
Moore, Chad Thompson (FHWA), Felix Delgado (FHWA), and Nick Finch (FHWA)

SUBJECT: Sunset of Classical Electronic Delivery for FDOT Project Lettings

This bulletin changes the Department’s policy for project delivery and requires Digital Delivery to be used instead of
Electronic Delivery for all FDOT project lettings after June 30, 2015.
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Acquisition and Management of a Digital Certificate
Consultants: https://www.identrust.com/

Home | My Account | Contact Us

idenTrus

WE PUT THE TRUST IN IDENTITY

One ldentity. Multiple Uses.

Authentication. Electronic Signatures. Encryption.

‘ Click Government ‘\

CORPORATES GOVERNMEN

SOLUTIONS IN THE NEWS GET YOUR DIGITAL CERTIFICATES

Global ldentity MNetwork =+ ldenTrust Digital Identities Secure MEDENT's EUY IGC Cerlificates
Electronic Health Records - November 24, 2014

IdenTrust is pleased to be a part of Let's Encrypt, a
Electronic Bank Account Management new certi ity (CA) initiative that aims to

clear the remaining readblocks to fransition the
eSignature Solutions f Electronic Document Web from HTTP fo HTTPS - Movember 18, 2014.

Signing IdenTrust, Part of HID Global, Cross-Certifies
IdenTrust Global Common PKI Cerificates with the
U S Federal Bridge Authority - October 29, 2014

Managed PKI Hosting Services BUY DOD PEI EGA

BUY ACES Business Representative

]
S
=

ACES Unaffiiated Individual
ACES S3L

]
S
=
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ACES VPN IPSEC Client
Individual Level Signing of Payment Files TrustiD SSL Server
CUSTOMER STORIES

N -+ The City of Tallahassee Leads the Way to a Greener
IdenTrust Community Bank PKI [PDF] Environment with ldenTrust's ACES Digital

HID Global Products and Solutions

Eliminating Paper Gased Forms and Processes TrustlD Personal

NEW SPOT
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Acquisition and Management of a Digital Certificate

Consultants: https://www.identrust.com/government/

US Governmen

Approved.

A D managed the ACES policy and program for secure logic;

Local Agenc Now approaching the tenth anniversary
thousands of busin: es. The ACES program suppol

agency.

- ECA certificates are the Depariment of Defens
targeted over a million times a day, they tumn to ECA

GET YOUR DIGITAL CERTIFICATES

ACES VPN IPSEC Client
ECA Medium Hardware Assurance

BUY

BUY
ECA Medium Token
ECA Medium Assurance
ECA Medium Assurance Foreign Country
ECA SSL
SDDG - ETA
DOD EMALL
JPAS
sPOT

T TAMMS-A

BUY AC usinegs Repre: ative
ES Ung ﬁiren F

ACES is going strong; with multiple Federal, State and Local agen
a governmenti-wide approach, becat

‘s only solution for guaranteeing authenticity
ertificates to assure that the right contracto

GOVERNMENT PROGRAMS

Learn more about these programs: usage, pricing,
step_jmgle to get a cerificate, and FAQs:

Certificates
(Video)
+ ACES Certificates
+ 1GC Certificates
FEDERAL AGENCY PROGRAMS
*  Aecosoft
+ Benchmark Clinical EHR
+ Department of State - DTRADE
+ Drug Enforcement Agency - EPCS
“ Food and Drug Administration (FDA)
- | i ini: ion - eOffer

=+ Internal Revenue Service - FATCA

= Internal Revenue Service - Secure Dala Transfer

[ —— Y. . it il

[y

Whe-the US G :=verr'nnéhf
turns to for Trustéd identitres:

gnatures for Federal, £
conducting electronic tra

an ACES digital certificate can be relied upon by any sitate or federal

5. When DoD systems are
me.

DEPARTMENT OF DEFENSE PROGRAMS
AKO
TAMMS-A
SPOT
= JPAS
+ Securing Sensitive But Unclassified Data
+ SDDC-ETA

+ DODEMALL

* ide Ammunition itory g
STATE PROGRAMS
Florida - Gity of Tallahassee
+ Florida - Department of Transportation
+ Florida - JCalendar
+ Maine - Office of Information Technology
+ Morth Carolina
=+ Utah
+ WWest Virginia - Department of Envircnmental




Acquisition and Management of a Digital Certificate
Consultants: https://www.identrust.com/fdot/index.html

FLORIDA DEPARTMENT OF TRANSPORTATION (FDOT)

Professional Licensure Digital Signing and Sealing

FDOT is now wtilizing PKI based digital signatures for signing and sealing electronically produced plan sets and other documents
requiring professional signature.

Laws & Rules set by the Florida Board of Pre il Ei in Florida 471 and as ited in Florida
Administrative Code 61G15-23 allow Florida Pri 1ally R i to use digital signature for signing and sealing
that are deli d electronis Other pr i are dlrecled to their respective Boards of Professional Regulatlun for

rules concerning the use of digital slgnature The digital ceriificates can be purchased from IdenTrust Services, LLC using the links

below. Both FDOT staff and consultants can purchase the digital certificates from IdenTrust. Consultants will be responsible for

purchasing their own certificates. Signatories may utilize Adobe Acrobat 9 (or newer), Bluebeam 10 (or newer), or other equivalent

software as the signing selution to place the seal and digital signature in PDF files and recommend consultants use the same for
and {CPR]) results

FDOT re L es the need mr , Cili; , and public employees to interoperate with the depariment for the purpose of

ele _ The Wl|| be using ldenTrust Services to provide such persons and entities with >.500 v.3
Digital Certificates. The digital certificates will be managed and controlled by IdenTrust Services as part of the Access Cerlificates
for Electronic Services (ACES) pmgram IdenTrust Services, LLC will supply Certificate Authority (CA) service to enfities and
citizens within or i with the department in a Public Key Infrastructure (PKI).

+ ldenTrust digital certificates are NIST Level 3 assurance for verifying your identity.

= IdenTrust digital certificates can support images of signatures or seals and instructions are included under "Related Content” on
the right side of this page
+ ldenTrust digital cerlificates can be applied using PDF software (purchased separately).

Please note: ONLY THE SUBSCRIBER OF THE CERTIFICATE SHOULD HAVE EXCLUSIVE USE - THE DIGITAL

CERTIFICATE IS YOUR FORM OF IDENTIFICATION, SIMILAR TO YOUR PASSPORT OR DRIVERS LICENSE. Under the GSA

Certificate Policy, it is our responsibility as an Authorized Certificate Authority to revoke the certificate in a case of loss or
disclosure of the private key (Passphrase) to anyone other than the subscriber.

ACES Digital Certificate:
Access Certil for El
CERTIFICATE TYPE

(ACES)

SUBSCRIBER PURPOSE/USAGE

Identity Digital igni

Ussge: suthenticste yourself as an employee (affilisted) offs

walid business when signing emsils and documents, and

identifying yourself o gain sccess o restriced web sifes.

u i i i i Certificates are sold to those who are acting es
him/herself rapresentstives of themselves, not on behalf of a company.

If you are a sole propristor and wish to have your identity BUY

L from your « more

i is required, i sovial security
number, credit card number, driver's license number, home
phone number.

ized to act
on behaif of a company

$110.00 - fwo years

BUY

Delivery Time 5-7 Business Days

CUSTOMER SUPPORT
Helpdesk@ldenTrust.com
888.339.8904 (within the US)
501.924 8140 (outside the US)
M-F, Gam-6pm MST

-

5

B

RELATED CONTENT

B

o 4

+

Step-by-Step Business
Registration Process

Creating a Custom Signature
Appearance in Adobe 9

Certificate Center
ACES Policy Documents
About ACES

ACES FAQ

ACES Voucher Order Form
Digital Delivery FDOT D2




Acquisition and Management of a Digital Certificate

http://infonet/

@@ @ hitp://infonet

L-c

& INFONET: Home

File Edit View Favorites Tools Help

Home | Agency Directory | Internet | Offices | Search

Agency Resources

Awards and Special Events
Emergency Information
Executive Meetings

Executive Management Team
Forms. Policies and Procedures
Historical Archive

Mission, Vision, Values
Organizational Chart
Performance Management
Templates

Training and Development

Secretary's Corner
Innovators! Team

Step-Up Resources
Town Hall Webinar

Latest From Twitter W
Tweels from

hitps://twitter com/MyF DOT/lists/fdot-
centraloffice

15 Bing &) ECSO-Intemet || ECSO-Sharepoint [7] ECSO - Time & Tasks — People First ~ff FDOT File Transfer Applia... & PSEE - Project Suite Enter.

FDOT\INFONET

IT VISIONS 2015 presents

Lgda)
Making Office 365 work for you.

5 B
Want to learn more about Office 3657
Attend an IT Visions Event on February 19 in CO, SM., TP, D1, D2, D5. D7 or February 26 in D3, D4

Insurance and Benefits Daily Clips / DOTNEWS

Job Vacancies FDOT / District Newsletters
Payroll Information ‘0IG Examiner
People First Resources Safety Advisor
State Holidays Security Newsline

More... More...

Other Resources

FDOT Personnel Start Here

Identrust 4k FBPE W/ X.508 - Wikipedia, the free.

Oy @R

Technology

Application | Web Development
E-Mail / File Sharing

Enterprise Applications
Enterprise Information Portal
Mainframe

More...

Business Legal

Contracts/Services Computer Access (AARF) Claims

Purchasing Card Contacts

State Contract Search G d (FDOTracker) FL Admini ive Code
Travel Publications Registry Florida Statutes

Work Activity Codes Public Meeting Notices
More... More...

Public Records

Central | District 1 | District 2 | District 3 | District 4 | District 5 | District 6 | District 7 | Turnpike:

FDOT Service Des| 955-HELP (4357) | E-Mail Us | Wel
Hours: Monday to Friday 7:00 am. to 530 p.m

Legislative
Contacts
Current L egislation
Legislative Overview
State Legislators
State Representatives
More...

D6 — Learn More (Login Required: Use FDOT e-mail, then press enter)




Acquisition and Management of a Digital Certificate

FDOT Employees:

http://infonet.dot.state.fl.us/officeofinformationsystems/Applications.htm

Logged in a5 COIRDSBAAT (Currently Assigned to Central Office |

Create R st Pendi
Automated Access [Bhhatiaa e

New User | Account
Home  Create Request  Pj
Name Change

Welcome to the Florida Department of Transportatiq ess Request Form (AARF) system.

Access Change
This system was designed to automate computer s i authorizations. The Computer Security Administration (CSA) office is
charged with coordinating and administering statew R I & 13 (211 res, and standards. Strict guidelines are enforced for requesting
access to the Department's networks and resources SA can quickly respond and coordinate access requests to all of the
diverse systems, while maintaining the Department Cnts

Termination
If you need to request access to any of the Departr, priate access request, listed above, and continue into the Automated
Access Request Form system Other Request Types

~ Computer Security Team

This site i intained by the Offi .
%( } e s:;’;ees“:nsfo?mx Lopged in as COVRDSB4GT (Cur-ently Ass aned to Cantral Office )
e T EDOT Securiy Fog Automated Access Request Form

or FDOT ServiceDesk@c

Selected Renquest lype: Accessi’hange for

* Raquired Fiald

Statowide Access ltems: /
CIFBVIEWS - Perlumanue
Digital Signature Certiicate _IFLAIR. Additional Property CID Measurement (DO NOT USE L1 (A) Personal Devics -

AS OF 05313 Agreement|

I (B) Personal Deviez
Conneciicn |

|_|EDMS - Loading DOC (Busiress Area)  _|FLAIR CITS |_IFCM - Cost Trarsr

http://www.dot.state.fl.us/construction/forms/ElectronicSubmit/DigitalCertificatesGuide.pdf




Acquisition and Management of a Digital Certificate

http://www.identrust.com/certificates/cert_management_center.html

Home | My Account | Contact Us 3 e HAVE A QUESTION?

IdenTrust.
WE PUT THE TRUST I IDENTITY | | W

Company Seolutions Library Support IdenTrustSSL.com

e vouoox
CERTIFICATE MANAGEMENT CENTER

.

Cerlificates = After Yiou Buy = Ceriificate Management Center

RELATED CONTENT
+ Ceriificate Management Center
to the Certificate Management Center with your digital certificate to: + Retrieve Digital Cerfificate
+ Renew your certificate if it is within 90 days of expiration. + Retrieve Server Certificate
» Revoke your cerfificate if information contained in it is no longer accurate or your private key has been lost or compromised. + Download Root Cerlificate
» Update your contact information if you have moved or would like us to contact you at a different phone number or e-mail + Export Digital Certificate

address.
» Upgrade your cerificate to a higher assurance level prior to renewing your ceriificate.
» Recover your encryption certificate (requires entering your account number ldenTrust|DST passphrase)
» Download software drivers for your High or Intermediate Assurance level digiial certificate hardware.

+ Import Digital Certificate

+ Add Certificate to Address Book
+ Remove Digital Cerlificate

+ Encrypt Messages

+ Digitally Sign Messages

+ PK] Basics

@ 2014 ldenTrust, Inc. ANl Rights Reserved Home | Contact Us | Legal Policies Follow us: , Ide“Trust_

part of HID Global




The Digital certificate [E=———

Certifiation Path

Cerfification path

l_.__"_ NST ACFS CA X6
@ IderTrust ACES CA 1

@ Steve Q Tillman

View Certificate

Certificate status:
is certificate is OK,

Learn more about certification paths




Security Services

Data integrity services address the unauthorized or accidental modification of data. This
includes data insertion. deleti | modification. T lata inteeri |
able to detect unauthorized data modification. The goal is for the receiver of the data to verify
that the data has not been altered.

Confidentiality services restrict access to the content of sensitive data to only those individuals
who are authorized to view the data. Confidentiality measures prevent the unauthorized
disclosure of information to unauthorized individuals or processes.

Identification and authentication services establish the validity of a transmission, message,
and its originator. The goal is for the receiver of the data to determine its origin.

Non-repudiation services prevent an individual from denying that previous actions had been
performed. The goal is to ensure that the recipient of the data is assured of the sender’s
identity.



Access Certificates for Electronic Services (ACES)

» ACES program - created and sponsored by the GSA

» Facilitate secure on-line access to information and services through PKI and digital signature technology
» Business-2-Government , Consumer-2-Government Transactions.

> “Real Time” validation

» Digital Signatures on electronically produced documents and forms which are non-reputable.




Anonymity — Who are you?




The Digital certificate

» Certificate security
»Keep password safe.
»Never share!
»Keep back-up in a secure location
» Always set security on “High”
» Always scrub an unused workstation.

»Compromised certificate.



Digital Delivery at FDOT
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Electronic vs. Digital

PROFESSIONALS' ELECTRONIC DATA DELIVERY SYSTEM

Signature Document

"This document is signed and sealed to secure the electronic files referenced by the signature files as
described in Florida Department of Business and Professional Regulation, Board of Professional
Engineers, Procedures for Signing and Sealing Electronically Transmitted Plans, Specifications, Reports
or other Documents, Rule 61G15-23.003, F.A.C.. "

Slgnotqrct?xie-cwyied 2008/04/14 - 15:50:11.962

qubérSlgnedJSeah}L‘Eﬂes 27

SIGNATUQE FILE NAME:
C:\ProjectsMSV8\22807915201SC\ META_INFO\PE39655 20080414 154852942 xml

SIGNATURE FILE HASH RESULT:

DFE4F566-AA5148A3-D637B29A-6E29C9C1-E408C419
DFE4F566-AA5148A3-D637B29A-6E29C9C1-E408C419
DFE4F566-AA5148A3-D637B29A-6E29C9C1-E408C419
DFE4F566-AA5148A3-D637B29A-6E29C9C1-E408C419




Electronic verses Digital

Are they the same?




Digital signature appearance

an i,
\‘\\ "ONTIL( ,"/
SONCEN s %, Digitally <
SO Se“,  Digitally signed by Steve Q
No 39655 - .

2 Tillman

ix = Reason: to test the digital

$ signature process. Not to be
P, L STATEOF_ &% :
c,o»}f Lort o._‘.”.--'\é‘\’s construed as an actual signature.

“agIONAL €\ Date: 2013.03.05 13:40:01 -05'00'
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Digital signature

= £% Rev. 1: Signed by Steve Q Tillman
Signature is valid:
Document has not been modified since this signature was applied
Signed by the current user

Signature date/time are from the clock on the signer's computer,



Digital signhature

Irusted 3'° Partv

Private Key Lublic Key

- Digital Delivery I -

Professional
of
Record

Authority
Having
Jurisdiction




Appearance

Standard Text Signature — This is the generic “out-of-the-box” appearance that is applied by Adobe
Standard software.

Dugitally signed by Stewe Q Tillman

S te Ve Q DM: c=US, o=ldenTrust ACES Business
Representative. ou=FLORIDA DEPARTMENT OF
TRANSPORTATION, cn=5Steve Q Tillman,
0.8.2342.19200300.100.1.1=A01003000000 1413

Ti I I m a n 353753D0000ADB1

Date: 2014 0518 18:44:02 -04°00°



Appearance

Plan Text Signature — This is the signature appearance that is applied to FDOT plan sets.

Steve Q 2014.05.16
Tillman 16:44:46 -04'00°




Appearance

Wet Ink Signature — This signature appearance contains a scanned image of a wet-ink signature. This
one may be used to sign correspondence such as memos, email, etc.

Steve Q Tillman

| am the author of this
document
2014 .05.16 16:45:13 -04'00"




Appearance

Wet Ink Signature with Seal — This signature appearance contains a scanned image of an embossed seal
over a wet-ink signature. This one may be used to sign correspondence such as memos, email, etc.

Steve Q Tillman

By placing this digital certificate | intend
to apply my professional signature and
seal to this document according to the
rules of the Florida Department of
Business and Professional Regulation,
Board of Professional Engineers, Rule
B1G15-23.003 FA.C.

2014.05.16 16:45:57 -04'00"




ectronic vs. Digita

THIS NOTE IS LEGAL TENDER
FOR ALL DEBTS, PUBLIC AND PRIVATE

(OHune) Sortests oty

Ds Treasurer of the United Siates,

7




Electronic vs. Digital
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Electronic vs. Digital
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Digital Delivery at FDOT
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What is in a Digital Delivery?

»Survey Data

» Project Design Data

»Native CADD files

»3D Models for Automated Machine Guidance
»Multi-sheet PDF Document(s) representing the Plans Set

»Plan Sets now contain a Signature Sheet



What is NOT in a Digital Delivery?

»Empty Folders / Directories (PEDDS >> Create Project)

»Data Mining & Indexing files (Sheet Navigator)
» Project Index (Project Indexer)

» Plotted Post Script files (Project Indexer)
»Signature Files (PEDDS >> Sign & Seal)
»Sub-Set Projects (Project Delta / Set Maker)

»Strung Projects (Strung Project)



The Digital Delivery

2= C\Projects\Electronic\21046345201\roadway
n m & cut , x EE [ [ New item - 24 Open - HH Setectan
=) [ Copy path I = =) Easy access v [Reait 99 Select none
Copy FPaste Move Copy  Delete Renzme  New Properties -
[E] Paste shorteut 1o to B Toldes 5 @ History 5 invert selection
Clipboard Organize New Open Select
MNIZm=I C:\Projects\Electronic\21046345201\roadway
Home | Share  View © ~ 4 L » ThisPC » OSDisk(C:) » Projects » Electronic » 21046345201 + roadway » v &
. % o > = T Newitem - G open~ | Hlsel .
=] 83 Copy path o x =f ‘U ) Easy access + [Redt sell 4 | Electronic ~  Name Date modified ~ * Type si
P s I Com Dol Rerame | New opstes L e o 210463401
T — - o ETA INFO J Crash History SR 500 1/13/20143:38PM  File folder
@ )+ 4 0l ThPC » OSDisk(CI » Projects » Electronic » 2101GMS21 » roadway » . - 'd - 1 eng_dsta /13/20143:38PM  File folder
! admin
) Dectonic A Name B Dmemodtiza  + Type . 1. Phase 3 photos 1/13/2014 3:39PM  File folder
41 2icag5201 o > 1 arch S
J crash Hisiory s 500 I - 1/13/20143:39PM  File folder
B et o L gt 2 s brnspect 120 AN A .
o admin ). Phase 3 paotos 113/2014 339 PM B cell
.>: ;‘“ . Ji Phase i 1113/2014 339 PM . . 1/13/20003:39 M - . ZI p
inspe i
B el e :"’J“‘:“ e ““ji“::x: 1 concepts 1 Scope 1/13/2014 3:39PM  File folder
2 Repiofile eV, (3"} st
e B e S — - :": )i Superelevation /13/20143:39PM  File folder
> B con e | data
1 data ). Superelevation 113/2014330PM il folde it ] 21046345201 pr} 10/15/200912:12... PRI File
[ 21046345201.p1) 10/15/2009 12:12...  PRIFile L. drainage )
! doneae = A1 GRDILDGN L0067 MM DGNFie > B emo [zl ALGNRDO1.DGN 2/3/20106:22 AM  DGN File
VB e s B0P_RDOLDGH 325210 TA4AM  DGNFile e [zl BDPLRDO1.DGN 3/25/2010 744 AM  DGN File
b CESSRDOLDGN 719/20101244PM  DGNFile I+ L estimates o
e Daisoim oo oA e 5 b geotech ol CESSRDO1.DGN 7/3/20101244PM  DGN File
o = C1BROOTOGN A5/015RPM DGNFile 9 [ eN500irm 1/8/201011:22 AM  IRM File
e i DRECROOLDGN 25/201422PM  DGNFile > its 3 CLIPRDOT DG 501 1sEEM DGN FI
[ 3 DSGNRDCL.DGN SU2103PM  DONFile 5 landsep 251 le
2B e s so™MRD91DGN §82010 1234PM  DGNFile > BB Tkt fzm DREXRDO1.DGN /5/20142:32PM  DGN File
mater [ GKINRDOT.DGN 127000 1021 L0 lighting o ‘
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The Digital Delivery

98765415201

> 98765415201-CADD.zip

> 98765415201-PLANS.pdf

° 98765415201-SPECS.pdf

> 98765415201-SPECS-TSP##.pdf




The Digital Delivery

98765415201
° 98765415201-CADD-REVO01.zip (contemporary)
© 98765415201-PLANS-REVO1.pdf (changes only)!
° 98765415201-SPECS.pdf
° 98765415201-SPECS-TSP##.pdf




The Digital Delivery

98765415201

> 98765415201-CADD.zip
98765415201-PLANS-ROADWAY.pdf
98765415201-PLANS-STRUCT.pdf
98765415201-PLANS-LANDSCAPE.pdf
98765415201-SPECS.pdf
98765415201-SPECS-TSP##.pdf

[}

o

[}

o

o




Importance of file names

12345678901-CADD.zip

12345678901-CADD-ConsultA.zip

12345678901-CADD-ConsultB.zip

12345678901-PLANS.pdf

12345678901-PLANS-ROADWAY.pdf
12345678901-PLANS-SIGNING.pdf
12345678901-PLANS-STRUCTURES-BRIDGE55999-NORTHBOUND.pdf
12345678901-SPECS.pdf

12345678901-SPECS-TSP337.pdf



Digital Delivery at FDOT

»What'’s Different & Why the Change?

»Acquisition and Management of a Digital Certificate
»The Digital Signature and the Digital Appearance
»The Digital Delivery

» Digital Certificates — Do they do more than sign?

» Future of Digital Delivery



Do they do more than sign?

»Secure transactions — Project plans Delivery
»Secure email
»Secure other data

v" Excel Workbooks

v Word documents

v" XML data

v" Native CAD files



Do they do more than sign?

Excel Workbook — ensure data integrity

WhosOnBoard.xlsx -
- 2
Sign b
IﬂfO ﬂ See additional information about what you are signing...
WhosOnBoard
Documents » DesignExpo2014 > WhatsNew You are about to add a digital signature to this document. This signature will not be
8 Protect Workbook visible within the content of this document.

Control whattypes of changes people can make

Commitment Type:

|Created and approved this document

Mark as Einal
Let readers kr th kbook is final and . . .
N ke treadonly. Purpose for signing this document:
Encrypt with Password that it conta

Require a password to open this workbook.  moves prope
red

|Ensure data integrity |

Close.

Protect Current Sheet. ved in your f

Control what types of changes peaple can To include information about the signer, click the details button. Detail
make to the current sheet. Letalls...

Account Protect Workbook Structure

Prevent unwanted changes to the structure
Options of the workbook, such as adding sheets.

Resrict Access Signing as: Steve Q Tillman
& Grant people access while removing their  » ldenTrust ACES CA 1 =

ability to edit, copy, o print. lssued by:

D Add a Digital Signature
£ Ensure the integrity of the workbook by
adding an invisible digital signature.

Sign || Cancel |

Browser View Options

1] Pick what users can see when this workbook is v




Do they do more than sign?

4 A | 8 | e | b [ E | ¢ |[nwcEm [

1 | January-14 42975125201 D

2 | January-14 43224315201 D

3 | January-14 43477515201 D

4 | February-14 41695325201 D

5 | February-14 42869815201 D

& February-14 42975265201 D
- February-14 43051415201 D I

8 | February-14 43224415201 D . -

o | Marcrl‘:-m 428692152010 Signature Details ?
1? March-14 42975275201 D Walid Signature - The signed content has not changed and the signer's
11, March-14 43051815201 p | (5 certificate fsvalid.

12 March-14 43335815201 D Signature type: XAdES-EPES

13| April-14 21325315201 D TS

11 May-14 20916835201 D |Cleated and approved this document |
1i May-14 21156035201 D Purpose for signing this document:

16 May-14 42445415201 D |[n;um data integrity |
17| May-14 42476715201 D

1& May-14 42870515201 D Signing as:  Steve QTillman W

19 May-14 42870615201 D Issued by:  IdenTrust ACES CA1

20} May-14 42870915201 D See the additional See information about
21 May-14 42871215201 D signing information that  the signer...

22|  June-14 43282345201 D  Wascolleded...

23 | June-14 43077115201 D

24 | June-14 21071235201 D

25 | June-14 21300425201 D

26 June-14 21308255201 D

27 | June-14 42053145201 D

28 | June-14 42476915201 D

29 | June-14 426596315201 D Strung 42870315201

30 June-14 43051415201 D

31 | June-14 43355415201 D

32 June-14 43551015201 D

33

=
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e
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Do they do more than sign?

A Digital Signature Contents

C:\Projects'\Development \43055915201-D2 US30 RRR Original\roadway\C|

The digital signature is valid.
The drawing has not been modified since signed.

Digital ID

Signed by: Other fields:

|Steve Q Tillman | |Subjed v
Values:

us

ldenTrust ACES Business

Represertative
FLORIDA DEPARTMENT OF TRAMNSPORTATION
Steve Q Tillman

AD10330000001413353758D00D00ADB 1

Comment:
Testing DigSig

Signature date and time: Time service used:

|EM..-'2|]14 4:33:13PM Eastem [h| |T|mefmm local computer

[ Skip Xref wamings




Digital Delivery at FDOT

»What'’s Different & Why the Change?

»Acquisition and Management of a Digital Certificate
»The Digital Signature and the Digital Appearance
»The Digital Delivery

» Digital Certificates — Do they do more than sign?

» Future of Digital Delivery
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Digital delivery

QUINTON TILLMAN P.E.

FLORIDA DEPARTMENT OF TRANSPORTATION
ENGINEERING /CADD SYSTEMS OFFICE

EMAIL: QUINTON.TILLMAN@DOT.STATE.FL.US
WEB: HTTP://WWW.DOT.STATE.FL.US/ECSO
PHONE: 850 414 4894




